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Introduction



Current State of the Art

® \Weaknesses
CWE — Common Weakness Enumeration https://cwe.mitre.org/

e Vulnerabilities
CVE — Common Vulnerabilities and Exposures https://cve.mitre.org/

® Assigning weaknesses to vulnerabilities — CWEs to CVEs
NVD — National Vulnerabilities Database https://nvd.nist.gov/



https://cwe.mitre.org/
https://cve.mitre.org/
https://nvd.nist.gov/
https://cwe.mitre.org/
https://cve.mitre.org/
https://nvd.nist.gov/

Repository Challenges

* Imprecise descriptions

* Unclear causality * . o

: Focus is on descriptions
* Gapsin coverage

* Overlaps in coverage

* Wrong NVD assignments

* No tracking methodology

e No tools
Challenees Imprecise Unclear Gaps in Overlapsin Wrong CVEto No Tracking No Tools
& Descriptions  Causality Coverage Coverage CWE mapping Methodology
CWE v J v / J ¥
CVE Vv Vv Vv v

NVD v v v v v



BF Approach

BF is a classification of security bugs and related faults, featuring a formal language
for unambiguous specification of weaknesses and underlined by them vulnerabilities.

® Bugs and faults — as weakness causes

® Errors and final errors — as weakness consequences

e BF formal language — based on:
o Weakness taxonomies
o Bugs models
o Vulnerability models



BF Weakness

Results in Error —
[

mproper Operand,,

Improper State, Improper State,

(operation,,
operand,y, ...
operandy;, ... )

(operation,, ...,
operandy, ...)

Results in
Final Error

Improper State,

(operation,, ...
operand,, ... )

Failure

Weakness with an improper operation
Weakness with an improper operand

Weakness resulting in a final error

A Failure



BF Weakness States

Cause Consequence Cause Consequence

Bug Error Fault Error

Improper State, Improper State,

(operation,,
operand;, ...
operandy;, ... )

(operation,, ...,
operandy, ... )

Cause Consequence Cause Consequence

Bug Final Error Fault Final Error

Improper State, Improper State,

(operation,,
operand,y, ...
operandy;, ... )

(operation,, ...,
operand,, ... )

Improper State caused by a Bug — the operation is improper

Improper State caused by a Fault —an operand is improper



BF Vulnerability

BF Vulnerability

Error — Fault of Error — Fault of Final Error— Vector

Error — Fault of

SW/FM Bug in

Operation, Operand,; Operandsy Operandy,
Improper State, Improper State, Improper State,
ti : .
(gpgzngm, (operation,, ... (operationy, ... Failure
p 114 oo operandyj, ...) operandyy, ... )

operandy, ...) (exploit, vector)

BF, I. Bojanova, 2014-2024

HW Defect

Improper State: an(operation, operand, ..., operand,) tuple with at least one improper element
7~ Chaining

Initial State — caused by a Bug Final State — supplies an Exploit Vector

Propagation State — caused by a Fault A Failure — result of the exploit of the vector supplied by the Final Error



BF Bugs Detection

BF Bug Identification

back to back to back to from the Failure backto
identify the Bug Improper Operation Improper Operand,; Improper Operand,,, Improper Operand,,

Improper Operand,; Final Error

Improper Operands

Improper Operand,,

Improper State; areEEr S,

Improper State,
(operation;,
operand,q, ...

operandyj, ... )

(operation,, (operation,, ...
operandy;, ... ) operandy,, ... )

BF, I. Bojanova, 2014-2024

Improper State:an (operation, operand, ..., operand,) tuple with at least one improper element

™y Chaining “™ Backtrack to previous State
Initial State — caused by a Bug Final State — results in an Exploitable Error

Propagation State — caused by a Fault A Failure — caused by exploitation of the Final Error



BF Security Concepts

Bug/Fault — relates to Execution Phase:
Operations
Input Operands
Output Results

® Security Bug

O Code or specification defect

O May result from a hardware defect

O May resurface by configuration/environment
e Fault

O Name, data, type, address, or size error

O Could be from a Bug or induced by a hardware defect
® Error

O From bug or fault

O Propagates to another fault
® Security Final Error

O From bug or fault
O Undefined system behavior

® Security Weakness

O (bug, operation, error)
(fault, operation, error)
(bug, operation, final error)
(fault, operation, final error)

e Security Vulnerability
O  Chain of weaknesses
O Bug - Error/Fault = ... = Final Error

e Security Failure
O Violation of system security requirement
®* Information Exposure (IEX)
®* Data Tempering (TPR)
®* Denial of Service (DoS)
® Arbitrary Code Execution (ACE)



BF Security Concepts Model

BF Software Security Concepts Model

Bug Type Improper Operation Error Type,

Weakness Type; Operation,

Weakness Bug Operand;, ... Operand;, ... Errory . .
Operation, has a Bug and results in Error 1,
which becomes Fault, for Operation,, leading to Error,.
The chain goes on, until the last operation
results in a Final Error, leading to a Failure.

Fault Type; Improper Operand Error Type,
Weakness Type, Operation,,
Weakness, Faulty Operand, , ..., Operand,;, ... Error;
Fault Typey., Improper Operand Final Error Type
Weakness Typey Operation,
) ) -, .
Weakness Faulty., Operandy;, ..., Operandyp, ... Final Error
Failure Type; Failure Typeg
Bug I:IOperation Failure, Failureg
Fault / Error Final Error Failure

BF, |. Bojanova 2014-2024



BF Bugs Models



BF Memory ( MEM) Bugs Models

Memory Bugs Model

Object
Space

A Other Object
/ NULL

MAD (Owner)

Initialize

® |dentify Secure Code Principles:
O Memory Safety

Upper
Bound

Allocate

MUS (Object)

Dereference

Initialize )
Write
. Clear
Read

Object
Size

J

MDL (Object)

Lower K
Bound

Reallocate
Deallocate

BF, I. Bojanova, 2020-2024

. Object
Create S~ ~ Destroy Lifetime
Object Object In Use Object




BF Input/Output Model (_INP) Bugs Model NIST

BF Input/Output Check Bugs Model

® |dentify Secure Code Principles:
O Input/Output Safety



BF Data Type (  DAT) Bugs Model

BF Data Type Bugs M odel

wgument / Retum ® [dentify Secure Code Principles:
O Data Type Safety

(.) Object

DCL (entity) )

Type/
Namespace

4 NRS (entity name)

Subtype Object

function

Argument

4 TCV (object) )
Argument / Return /
oo
\ J
4 TCM (object)
BF, I. Bojanova, 2020-2024 N\
> Type System
Timeline




BF Weakness Taxonomies



BF Memory Use (MUS) Class —

Example from MEM Class Type

Bugs Framework (BF)

BF Memory Use (MUS) Class

Memory Corruption/Disclosure (_MEM) Class Type
Memory Use (MUS) Class

Causes Operations Consequences An Object IS InltlalIZEd, read,
Code Bug Initialize Object Data Error written, or cleared improperly.
Missing Code Dereference Uninitialized Object
Erroneous Code Read
rite M C /Discl Final E
emory Corruption/Disclosure Final Error
Data Fault . Clear Not Cleared Object
Forbidden Addre.ss NULL Pointer Dereference
Wrong Size Operands Untrusted Pointer Dereference
Object Corruption
Type Fault Data Type Confusion
Casted Pointer Type Use After Deallocate
Address Buffer Overflow
Size Buffer Underflow
Address Fault . Buffer Over-Read
NULL Pointer Buffer Under-Read
Wild Pointer

. ) Uninitialized Pointer Dereference
Dangling Pointer

Untrusted Pointer

Over Bounds Pointer Bugs Framework (BF), I. Bojanova, 2014-2024 (Bug, Operationy, Error,) & lookup_weakness_triple()
Under Bounds Pointer
Wrong Position Pointer (Fault,, Operation,, Error,) & lookup_weakness_triple()
Size Fault (Fault, ,, Operation,, Final Error) & lookup_weakness_triple()
Not Enough Memory
Attributes
Address Kind Address State Size Kind Mechanism Source Code Execution Space
Huge Stack Actual Direct Codebase Userland
Moderate Heap Used Sequential Third-Party Kernel
Little /other/ Standard Library Bare-Metal
C iler/Int t .
ompiler/Interpreter https://samate.nist.gov/BF/
>Taxonomy

Bug Fault/Error Final Error I:IOperation/Operand



BF Data Validation (DVL) Class —

Example from _INP Class Type

Bugs Framework (BF)

Code Bug

Specification Bug

Data Fault

Data State
Entered
Stored

In Use
Transferred

Bug

Causes

Missing Code

Erroneous Code

Under-Restrictive Policy
Over-Restrictive Policy

Input/Output Check (_INP) Class Type
Data Validation (DVL) Class

BF Data Validation (DVL) Class

Data are validated (syntax check) or
sanitized (escape, filter, repair) improperly.

Corrupted Data
Tampered Data

Corrupted Policy Data
Tampered Policy Data

Mechanism
Safelist
Denylist
Format
Length

Fault/Error

Operations Consequences
Validate Data Error
Sanitize Invalid Data
Operands Injection Final Error
Query Injection
Data Command Injection
Source Code Injection
Parameter Injection
File Injection
Bugs Framework (BF), |I. Bojanova, 2014-2024
Attributes

Source Code Execution Space
Codebase Local
Third-Party Admin

Standard Library Bare-Metal
Compiler/Interpreter

I:IOperation/Operand

Final Error

(Bug, Operationy, Error,)
(Fault,, Operation,, Error,)

(Fault,_;, Operation,, Final Error)

& lookup_weakness_triple()
& lookup_weakness_triple()

& lookup_weakness_triple()

https://samate.nist.gov/BF/
>Taxonomy



BF Type Computation (TCM) Class —

Example from DAT Class Type

Code Bug

Name Fault

Data Fault

Type Fault

Name State
Resolved
Bound

Bug

Causes

Wrong Code
Erroneous Code

Wrong Object Resolved

Wrong Function Resolved

Wrong Generic Function Bound
Wrong Overridden Function Bound
Wrong Overloaded Function Bound

Wrong Argument
Reference vs. Object

Wrong Type
Wrong Object Type Resolved

Data Kind
Numeric
Text
Pointer
Boolean

Bugs Framework (BF)

Data Type (_DAT) Class Type

Type Computation (TCM) Class

Operations

Calculate
Evaluate

Operands

Name
Data
Type

Type Kind
Primitive
Structure

Fault/Error

Attributes

Mechanism
Function

Operator

Method

Lambda Expression
Procedure

Final Error

Data Error

Type Compute

Source Code
Codebase
Third-Party

Standard Library

Consequences
Wrong Result
Under Range
Over Range
Flipped Sign
Wrap Around
Final Error

Undefined

Bugs Framework (BF), I. Bojanova, 2014-2024

Execution Space
Local

Admin
Bare-Metal

Compiler/Interpreter

I:IOperation/Operand

Type Computation (TCM) Class

An arithmetic expression (over numbers,
strings, or pointers) is calculated improperly,
or a boolean condition is evaluated improperly.

(Bug, Operationy, Error,)

(Fault,, Operation,, Error,)

(Fault,_;, Operation,, Final Error)

& lookup_weakness_triple()
& lookup_weakness_triple()

& lookup_weakness_triple()

https://samate.nist.gov/BF/
>Taxonomy



BF Weakness Taxonomies

> Structured

(bug/fault, operation, error/final error)

» Complete
no gaps in coverage

> Orthogonal

no overlaps

> Language and domain independent
context-free

> Causation rules
cause-consequence transition by operation



BF Taxonomy — BF.xml|

BFxeml* = X
<!-—@author Irena Bojanova(ivb)-—>
<!--@date - 2/9/2022-->
-|<BF Name="Bugs Framework"=>

!+ |<Cluster Name="_INP" Type="Weakness">...</Cluster>
= <Cluster Name="_DAT" Type="Weakness">
1 <Class Name="DCL" Title="Declaration Bugs"s [oramr = I —
- <0Operations= o
<0Operation Name="Declare"/> <Definitions>
<Operation Name="Define"/> <!——.C¥u§ters——> . r B .
+ <AttributeType Name="Mechanism">...</AttributeType>] <Def%n?t%on Name="_INP“ Type="Weakness">Input/0utput Check Bugs
+ <AttributeType Name="Source Code">...</AttributeType>| <Def%n%t%on Name="_DAT" Type=HWeakness">Data THnA g e e
+ <AttributeType Name="Entity">...</AttributeType>| <Def%n%t%on BA=" IR TyRe=uenmes s tienoty Bugs.— Lead To lf
</Operations> <Def}n%t%on Name="_CRY" Type="Weakness">Cryptographic Store or
I <Operands> <Definition Name="_RND" Type="Weakness">Random Number Generatio
E_ <Operand Name="Type"><!-—XXX—-> <Definition Name="_ACC" Type="Weakness">Access Control Bugs - Ll
1 {fogsizsgibuteType Name="Type Kind">...</AttributeType] B <!-- Classes - xxx update the definitions on BF web-site-->
</Operands> She= ey
L <Causes> <Definition Name="DVL">Data are validated (syntax check) or san
I <BugCauseType Name="The Bug"> E <Definition Name="DVR">Data are verified (semantics check) or c
<Cause Name="Missing Code"/> niT <R . 2
<Cause Name="Wrong Code"/> <Definition Name="DCL">An object, a function, a type, or a name
<Cause Name="Erronscus Code" /> E <Definition Name="NRS">The name of an object, a function, or a-
<Cause Name="Missing Modifier"/> <Definition Name="TCV">Data are converted or coerced into other
<Cause Name="lWirong Modifier"/> <Definition Name="TCM">A numeric, pointer, or string value is c
g <Cause Name="Anonymous Scope"/> <!—__"”E”__> . . o I S
<Cause Name="Wrong Scope"/> E <De¥%n%t%on Name="MAD">The p?lnte? to an object is 1n1tlallzedh
</BugCauseType> <Definition Name="MAL">An object is allocated, extended, or rea
</Causes> <Definition Name="MUS">An object is initialized, read, written,
I <Consequences> <Definition Name="MDL">An object is deallocated, reduced, or re
H— <WeaknessConsequenceType Name="Improper Type (_DAT)"=> B A
<Consequence Name="Wrong Type"/> , <!=- Values-->
Cm T T . [ T T R A | | 4]




BF Vulnerability Models



BF Vulnerability State Model

BF Vulnerability State Model

Fault
) Errory;— Fault Errory,, — Fault Errory, — Fault ) Errory;— Fault Errory— Fault )
Bug, in Final Errory Operand Final Errory,
Operand Operand Operand p N1 Operand Operand N
Operah’onAl p 2j p A3j p Anp P N2j p NIr
Initial Statey Propagation State, Final Statea, Propagation Statey; Final Statey
(gpigzgnml (operationpy, ..., (operationay, .., Failure, (operationys, (operationy, ... i
P Rililg oo operandyy;, ... ) operanday, - ) (exploity) operandyyj, ... ) operandy, ... ) anurey
operandayj, .- )
Improper State: Anoperation, operand;, .., operand,) tuplewith at least one improper element (depicted in purple) BF, I. Bojanova, 2014-2024
Initial State — a weakness caused by a Bug in the Operation, resulting in an Error
PropagationState — a weakness caused by a Fault of an Operand, resulting in an Error
Errorg; — Fault Errorg,, — Fault )
b1 Bm Final Errorg Final State —a weakness caused by a Fault in an Operand, resultingin a Final Error
Operandg,y Operandgm,
A Failure —a violation of a security requirement caused by an exploit; may result in a Fault starting a new faultsonly vulnerability
Initial Stateg; ’
Final Stateg,
(operationg,, . 7 Chaining weaknesses underlying a vulnerability
(operationgm, ...,
operandgyy, .. d )
operanday, .. ) IPETEINC iy oo (&) Convergingvulnerabilities
& Chaining vulnerabilities
* The bug in at least one of the chains must be fixed to resolve the vulnerability
[

Fixing a fault may only mitigate the vulnerability



BF Vulnerability

Specification Model

® Chain of (cause, operation, consequence)
weakness triples

® Bug improper operation

® Fault

improper operand
® Bug Types: Code, Specification
® Fault Types: Name, Data, Type, Address, Size

® (Causation within a weakness
® (Causation between weaknesses
® (Causation between vulnerabilities

® Propagation between weaknesses
® Propagation between vulnerabilities

BF Vulnerability Specification Model
Bug Type Buggy Operation Error Type,
Weakness Type ; Operation,
Bu > — Error
Weakness ; g Operand,q, ... Operandy;, ... !
Operand,; Kind Operandys Kind Mechanism Source Code  Execution Space
Value, ;s Values, Valuey, Value. Value,,
Operand,; State Operand;s State
Value i Values (Bug, Operation,, Error,) « lookup_weakness_triple
Operation,, Operation,) «— lookup_operation_flow()
Fault,.Type « Error,.Type
Fault Type, Operation with Faulty Operand Error Type,
Weakness Type, ]
Operation,
Weaknessz Faultl > > Errorz

Operand,;, ..., Operand,, ...

Operand,; Kind
Value,q,

Operand s Kind
Value,s,
Operand,; State
Value,q

Operand,s State
Value,s

Fault Typey.,

Mechanism
Value,,

(Fault,, Operation,, Error,) «— lookup_weakness_triple()

Source Code  Execution Space
Value,, Value,,

peration,, Operation,) «— lookup_operation_flow()

Fault,.Type « Error,.Type

Operation with Faulty Operand

Weakness Typey

Weakness Faulty 4 —

Operationy

Operandyy, ..., Operandp, ...

Operandy; Kind
Valueyss

Operandys Kind
Valueys,
Operandy; State
Valuey

Operand,s State
Valueysy

Bug Type — Code or Specification
Fault/Error Type— Data, Name, Type, Address, or Size

Mechanism
Valueynm

(Fault, ;, Operation,, Final Error)
(Final Error,Exploit,)

(Final Error,Exploit;)

— Causation within weaknesses — by valid (cause, operation, consequence)triples

& Causation between weaknesses — by flow of operations

Failure Type,

Final Error Type

Final Error

Source Code  Execution Space
Valuey, Valuey.

«— lookup_weakness_triple()
«— flow_lookup()

«— flow_lookup()

Failure Typer

Failure; Failureg

Propagation between weaknesses — by same error/fault value or type

Bug |:|Operation

Fault / Error Final Error Failure

Exploit, Exploite
Vector, Vectorg

BF, I. Bojanova, 20142024



BF Formal Language



BF Context Free Grammar (CFG)

G =(V,X,R,S) (1)
. Where:

» X defines the BF lexis (the alphabet of the CFG) as a finite set of tokens (terminals)
comprised by the sets of BF taxons and BF symbols (see Listing 3)

Y= {o: | o € XTaxon U XSymbol }

* V and R define the BF syntax as

o a finite set of variables (nonterminals)

and
o a finite set of syntactic rules (productions) in the form
R={Ar—w|AcV ANwe (VUX)}
. where:
(V uX) " is a string of tokens and/or variables
A —— @ means any variable A occurrence may be replaced by ®.

* § €V is the predefined start variable from which all BF specifications derive.



BF Formal Language

The formal language is defined as the set of all strings of tokens @ derivable from the start
variable §.

L(G)={wcXl : S—n) 2)

, where:
» ¥* is the set of all possible strings that can be generated from X tokens
S 1s the start variable
* o —> f§ means string & derives string 3

Note that @ must be in £*, the set of strings made from terminals. Strings involving non-
terminals are not part of the language.



BF CFG Lexis

Y= {ET{[{{)}‘I:ES‘}‘”’I!}{)I } (3) Jperation = {"Validate','Sanili:e','Verif_\".'C orrect’ Declare',' Define' Refer’,

/ 1/ /1 !/ ! !/ LA . . /
Call’, Cast’, Coerce', Calculate’, Evaluate', InitializePointer’,

, where / S g s A Lt Iy x /
Reposition | Reassign , Allocate |, Extend | Reallocate — Extend’,
YXTaxon = {EC(II egory, XClassType, XClass, LBugType, LBug, 'Deallocate’, Reduce', Reallocate — Reduce', InitializeOb ject'
Y.Operation, XOperationAttributeType, 'Dereference’ Read' | Write' Clear' Generate/Select’, Store’,
YFaultType, LFault , YO perandAttributeType, YO perandAttribute, 'Distribute’ ! Useé' ... }

YFinal ErrorType, LFinal E rmr}

] BugType = { '‘CodeDefect' SpecificationDe fect’ }
YSyvmbol = { —}%di}

! o ..o ! !l « L . !
YBug = { MissingCode', ErroneousCode , Under — RestrictivePolicy',
/ P - ) A P
Over — RestrictivePolicy', WrongCode', MissingModi fier,
!/ o goe 1 £r v /
rongModifier , AnonymousScope', WrongScope',
WrongModifier , AnonymousScope , WrongScope

) ., , 'MissingQualifier'| WrongQualifier'| MismatchedOperation’, .. }
YCategory = { Weakness' , Failure }

XClassType = {_INP'! _DAT'/ MEM', ...} YFinalErrorType = {'Injection’ Access' TypeCompute’,
XClass = {'DVL'/DVR' /DCL'/ NRS'TCV'/TCM'| MAD'| MMN' MU', ...} '"MemoryCorruption/Disclosure', ..}

vo . / s ‘ ) . o 11les P |
_ P ' Y A 9 9 Y YFinalError = { Querylnjection', CommandIn jection', SourceCodeln jection,
Y0peration = { Validate', Sanitize ., Verify , Correct , Declare . Define , Refer

’ § e i e i pif 5 o)
Parameterln jection', Filelnjection', WrongAccessOb ject',
'Call' Cast' Coerce' Calculate' Evaluate' . InitializePointer’ : : ‘ ‘ :

/ e Y A/ + . 1/ . !
WrongAccessType', WrongAccessFunction', Undefined’,
/ !/ !/ /
MemoryLeak', MemoryOver flow',” DoubleDeallocate’,

"Ob jectCorruption’, NotClearedOb ject’,

'Re posit ion’ Reassfgnr,’Af locate' Extend' Reallocate — Extend
'Deallocate’, Reduce',! Reallocate — Reduce' ) InitializeOb ject’
’Dereferenr:e?fi’ead’,’erre’,fCfear’fGenerare/Sm'ecrf,’Smrel:

/ : 11 : : ’
. NU LLPointerDere ference’ . UntrustedPointerDere ference’ .
'Distribute’ Use' ...} f : f

"TypeCon fusion’ UseA fterDeallocate', Buf ferOver flow',
'Buf ferUnder flow'. Buf ferOver — Read', Buf ferUnder — Read



BF CFG Syntax

S = (Vulnerability (& Vulnerability)? Frzi.r'ure—l—) + € (4)
Vulnerability ::= + Weakness
Weakness ::= Cause Operation Consequence

Cause ::= Bug | Fault

Consequence ::= Error | FinalError

S = (Vu!nembfﬁ:y (BVulnerability)? Fa.ifure—i—) + & (5)

Vulnerability ::= SingleWeakness
| FirstWeakness (kanem—l—) LastWeakness
SingleWeakness ::= Bug Operation FinalError
FirstWeakness == Bug Operation (Error | Final Error)
Weakness ::= Fault Operation Error

LastWeakness ::= Error Operation Final Error



BF Syntax — LL(1) Grammar

S 1= Vulnerability Converge_Failure (6)

Vulnerability ::= Bug_Fault Operation OperAttrs_Error_FinalError
Bug_Fault ::= Bug

| Fault
OperAttrs_Error_FinalError ::= OperationAttribute QperAttrs_Error_Final Error
| Error Fault OpradAttrs_Operation
| FinalError
OpradAttrs_Operation == OperandAttribute OpradAttrs_Operation

| Operation OperAttrs_Error_Final Error
Converge_Failure ::= & Vulnerability Converge_Failure
| Vector Exploit NextVulner_Failure
NextVulner_Failure ::= Fault OprndAttrs_Operation
| Failure €



BF Semantics — Attribute CGF

SyntaxRules :
S := Vulnerability Converge_Failure
Vulnerability ::= Bug_Fault Operation QperAttrs_Error_Final Error
Bug_Fault ::= Bug
| Fault
OperAttrs_Error_FinalError ::= OperationAttribute OperAtirs_Error_Final Error
| Error Fault)y OpradAttrs_Operation
| FinalError
OprandAttrs_Operation ::= OperandAttribute OprndAttrs_Operation

| Operationy, OperAttrs_Error_Final Error SemanticRules :

Converge_Failure ::= & Vulnerability Converge_Failure (Bug, Operation,, Ermr)

| Vector Exploit NextVulner_Failure (Bug, Operation,, Fs'na.‘.’Ermr)

NextVulner_Failure ::= Fault, OprndAttrs_Operation (F{H{Hl Operation; Ermr) k> 1

Failure € . .
| Failure (F{IH!’H, Operationy,. Fmr;r!Ermr), k=1

(Operationy,...Operationy), k > 1
Faulty + if (Fault|.ClassType
Predicates :

Fault) . Type

Vector.Type

Fault, . Type

(7)

lookup_weakness_triple
lookup_weakness_triple

— ()
“ ()
+ lookup_weakness_triple()
¢ lookup_weakness_triple()
— (

lookup_operation_flow()

== Error.ClassType) then Error

== Error.Type
== FinalError.Type
== ExploitResult.Type



BF Specifications
of CWEs



BFCWE Dataset

<?xml version="1.8" encoding="utf-8"?>
<1--Bugs Framework (BF), BFCWE Tool, I. Bojanova, NIST, 2028-2024-->

=BFCWE-Dataset>
=CWE ID="20"=>

<BFCWE Cause="Missing Code" Operation="Verify" Consequence="Wrong Value" />
<BFCWE Cause="Missing Code" Operation="Verify" Consequence="Incosnistent Value" />
<BFCWE Cause="Missing Code" Operation="Verify" Consequence="lWrong Type" />

<BFCWE Cause="Erroneous Code" Operation="Verify"
<BFCWE Cause="Erroneous Code" Operation="Verify"
<BFCWE Cause="Erroneous Code" Operation="Verify"
<BFCWE Cause="Missing Code" Operation="Validate"

Consequence="Wrong Value" />
Consequence="Incosnistent Value" />
Consequence="Wrong Type" />

Consequence="Invalid Data" />

<BFCWE Cause="Erroneous Code" Operation="Validate" Consequence="Invalid Data" />

</CWE=
<CWE ID="22">

<BFCWE Cause="Under-Restrictive

</CWE>
<CWE ID="23">

<BFCWE Cause="Under-Restrictive

</CUWE=>
<CWE ID="2u">

<BFCWE Cause="Under-Restrictive

</CUE=
<CWE ID="25">

<BFCWE Cause="Under-Restrictive

</CWE=
<CWE ID="26">

<BFCWE Cause="Under-Restrictive

</CUE>
<CWE ID="27">

<BFCWE Cause="Under-Restrictive

</CUWE=>
<CWE ID="28">

<BFCWE Cause="Under-Restrictive

</CWE=
<CWE ID="29">

<BFCWE Cause="Under-Restrictive

</CWE>
<CWE ID="30">

<BFCWE Cause="Under-Restrictive

</CWE>
<CWE TN="21"s

Policy"

Policy"

Policy"

Policy"

Policy"

Policy"

Policy"

Policy"

Policy"

Operation="Sanitize"

Operation="Sanitize"

Operation="Sanitize"

Operation="Sanitize"

Operation="Sanitize"

Operation="Sanitize"

Operation="Sanitize"

Operation="Sanitize"

Operation="Sanitize"

Consequence="File

Consequence="File

Consequence="File

Consequence="File

Consequence="File

Consequence="File

Consequence="File

Consequence="File

Consequence="File

Injection”

Injection"

Injection”

Injection”

Injection"

Injection”

Injection"

Injection"

Injection"

>

/=

>

/=

/=

>

/=

[>

/=

<CWE ID="125"=
<BFCWE Cause="Over Bounds Pointer" Operation="Read" Consequence="Buffer Over—Read" />
<BFCWE Cause="Under Bounds Pointer" Operation="Read" Consequence="Buffer Under-Read" />
=/CUE=>
<CWE ID="126"=
<BFCWE Cause="Over Bounds Pointer" Operation="Read" Consequence="Buffer Over—Read" /=
</CUWE>
<CWE ID="127"=>
<BFCWE Cause="Under Bounds Pointer" Operation="Read" Consequence="Buffer Under-Read" />
</CWE>
=<CWE ID="128"=
<BFCWE Operation="Calculate" Consequence="Wrap Around" />
</CUE=
<CWE ID="129"=
<BFCWE Cause="Missing Code" Operation="Verify" Consequence="Wrong Value" /=
<BFCWE Cause="Erroneous Code" Operation="Verify" Consequence="Wrong Value" /=
=/CUE=>
<CWE ID="13@"=
<BFCWE Cause="Missing Code" Operation="Verify" Consequence="Inconsistent Value" />
<BFCWE Cause="Erroneous Code" Operation="Verify" Consequence="Inconsistent Value" /=
=/CUE=>
<CWE ID="131"=
<BFCWE Operation="Calculate" />
</CUWE>
<CWE ID="134"=>
<BFCWE Cause="Missing Code" Operation="Validate" Consequence="Parameter Injection" />
=/CUWE=>
<CWE ID="135"=
<BFCWE Operation="Calculate" Consequence="Wrong Result" />
=/CUE>
<CWE ID="138"=
<BFCWE Cause="Missing Code" Operation="Sanitize" Consequence="Invalid Data" />
<BFCWE Cause="Erroneous Code" Operation="Sanitize" Consequence="Invalid Data" /=
=/CUE=>
<CWE ID="14@&"=>
<BFCWE Cause="Missing Code" Operation="Sanitize" Consequence="Parameter Injection" /=
<BFCWE Cause="Erroneous Code" Operation="Sanitize" Consequence="Parameter Injection" />
=/CUE=>



CWE-125 — Two BF Specifications

BF Specifications of CWE-125

Memory Corruption/Disclosure

_MEM Weakness Address Fault Operation Final Error
Memory Use Read
(MUS) Over Bounds Pointer — — Buffer Over -Read
(Improper Operand: Address)
Memory Corruption/Disclosure
_MEM Weakness Address Fault Operation Final Error
Memory Use Read
(MUS) Under Bounds Pointer — > Buffer Under -Read
(Improper Operand: Address)
BF, I. Bojanova, 2014-2024
Class Type Definition
Memory Corruption/Disclosure (_MEM) Bugs/weaknesses allowing a memory corruption/disclosure exploit.
Class Definition
Memory Use (MUS) An object is initialized, read, written, or cleared improperly.
Operation Definition
Read Use the value of an object's data.
Cause Definition
Address Fault The object address in use is wrong.

Over Bounds Pointer
Under Bounds Pointer
Consequence

Memory Corruption/Disclosure Final Error

Buffer Over-Read
Buffer Under-Read

Holds an address above the upper boundary of its object.

Holds an address above thelower boundary of its object.
Definition

An exploitable or undefined system behavior caused by memory
addressing, allocation, use, and deallocation bugs.

Reading above the upper bound of an object.

Reading below the lower bound of an object.



Data Type CWEs by BF Operation

® Data Type CWEs 196195 ) 194
(incl. Integer Overflow, Juggling, and Pointer Arithmetics) —

. 374 495 471 1102
mapped by BF DCL, RNS, TCV, TCM operation 375 296 . 1105 1090 o0
N & 588 1062
491 .

1057

492
- 664 1054
16.7 103 > 668 x 11881 1061 <
\ / 766
767
9 33.3 4984/\& 1\ L 3 1086
/ 49

SN o) 710 > 1093 <:
582 583 '706 580 1074

500 1076
2.61.36.4 ‘ \ \\ / 1098
135 131 1043
FANT 1045
1098
CERS 1079

CWEs by DTC, NRS, TCV, and TCM operation:

NRS Refer O TCV Cast O TCM Calculate

DCL Declare

1097

1082 ' 1087
DCL Define NRS Call TCV Coerce TCM Evaluate

OO

CWEs by Abstraction:

7N
&

) Pillar ‘\‘;‘: Base

-: : Class O Variant

\_/



nalyzing HW CWEs
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1212 1150 | 1252 - 1302
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i
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!
1232 - 1233 1234 7 1264
CWEs from:

Manufacturing and Life Cycle Management Concerns - (1195)

O O
O

O

Security Flow Issues - (1196)
Integration Isswes - (1197)

Privilege Separation and Access Control Issues - (1198)

i
13561 129701326 1 B62 863 306 420
B
_-—-—-_'_'_._
1314 5 1282 - JRR
703

o i o

General Circuit and Logic Design Concerns - (1199)

Core and Compute Issues - (1201}

Memory and Storage lssues - (1202]

Peripherals, On-chip Fabric, and Interface/I0 Problems - [1203)

security Primitives and Cryprography Issues - (1205)

664

1249 1151
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iii T 7T
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G693

_.J_FW%
a1 918 22 un 226 TS 203 .1 276
A /\
1155 Dbz 244 1272 | 12%3 5 1801 204 715002 205 208 1308
" -
N\ 697
206 207
1254
Power, Clock, Thermal, and Reset Concerns - (1206) CWEs from;

Debug and Test Problems - (1207)
O Cross-Cutting Problems - (1208)
O Physical Access Issues and Concerns - {1388)

Not Hardware CWEs

/ Only View-1000
/ Only View-1194

Both View-1000 and View-1194
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BF Specifications
of CVEs



Heartbleed (CVE-2014-0160)

CVE-2014-0160

The (1) TLS and (2) DTLS implementations in OpenSSL 1.0.1 before 1.0.1g do not properly handle Heartbeat
Extension packets, which allows remote attackers to obtain sensitive information from process memory via
crafted packets that trigger a buffer over-read, as demonstrated by reading private keys, related to
d1_both.cand tl_lib.c, aka the Heartbleed bug.

O ]  https://nvd.nist.gov/vuln/detail/CVE-2014-0160

Weakness Enumeration

CWE-ID CWE Name

CWE-119 Improper Restriction of Operations within the Bounds of a Memory Buffer


https://cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2014-0160

Heartbleed (CVE-2014-0160)

CVE-2014-0160 The (1) TLS and (2) DTLS implementations in OpenSSL 1.0.1 before 1.0.1g do not properly handle Heartbeat

Extension packets, which allows remote attackers to obtain sensitive information from process memory via crafted packets that
trigger a buffer over-read, as demonstrated by reading private keys, related to d1_both.c and t1_lib.c, aka the Heartbleed bug.

1448 dtlsl process heartbeat (SSL *s)

1449 {unsigned char *p = &s->s3->rrec.datal[0], *pl; void *memcpy (void *dst, const void *src, size t n)
1451 unsigned short hbtype; {

1452 unsigned size t 1i; payload

1450 int payload; for (i=0; 1i<n; 1i++)

1453 unsigned int padding = 16; * (char *) dst++ = *(char *) src++;

1454 return dst;

1455 bp pl

1456 hbtype = *p++;
1457 n2s (p, payload);
1458 pl = p;

ce Inconsistent Over Bounds Buffer
1465  if (hbtype == TLS1 HB REQUEST) Value Pointer Overflow
1466 {

1467 unsigned char *buffer, *bp; MAD MUS

... DVR (Reposition, (Rl Psite

1470 (Verify: Missing Data: i A’ddres’S'

1471 Code, Data Wrong Size Used, Ove'r Bounds.

1472 (payload length)) Type, Address, Polntersize)

1473 Size) '

1474 buffer = OPENSSL malloc(l + 2 + payload + padding)j

1475 bp = buffer; \

1476

1477 o

1478 *pbp++ = TLS1 HB RESPONSE; Caused by . .
1479 ~om (payload,bp)} Caused by the Bug an improper operand Ends with a final error

1480 memcpy (bp, pl, payload);


https://cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2014-0160

BF States of CVE-2014-0160 (Heartbleed)

NST

Inconsistent

Value
MAD
DVR (Reposition,
(Verify: Missing Data:
Code, Data Wrong Size
(payload Used,
length)) Type, Address,
Size)

Over Bounds
Pointer

Buffer
Overflow

MUS
(Read, Data,
Type, Address:
Over Bounds
Pointer, Size)

IEX

Not Cleared
Object

MUS
(Clear: Missing
Code, Data,
Type,
Address, Size)
Initial State — caused by the Bug

—the operation is improper

Intermediate State — caused by
at least one improper operand

Final State — ends
with a final error

A Failure



BF Specification of CVE-2014-0160

Heartbleed

Data Verification Weakness Memory Use Weakness
Code Defect Bug Operation Data Error Code Defect Bug Operation Final Error
Missing Code —>  Verify |—» Inconsistent Value Missing Code —»  Clear |—» Not Cleared Object
to check payload length for payload size

‘ Mechanism + Source Code + Execution Space ‘State Mechanism ‘ Source Code Execution Space Span Location
Range Third-Party Admin Transferred Sequential Codebase Userland Huge Heap

d1_both.c, tl_lib.c via network

Memory Addressing Weakness

Data Error Operation Address Error

W : )
rong Size Used Reposition | Over Bounds Pointer

for s=>s3->rrec.data[0] pl
‘ Mechanism Source Code Execution Space Location
Sequential Third-Party Userland Heap

d1_both.c, tl_lib.c

Memory Use Weakness

Address Error Operation Final Error
Over Bour;?s Pointer —> Read —> Buffer Over-Read
Bug
Mechanism  Source Code Execution Space Span Location I:I Operation Final Error
Sequential Third-Party Userland Huge Heap

d1_both.c, tl_lib.c Error/Fault Failure



BF Tool — BF Specification of Heartbleed
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CVE-2014-0160 - Heartbleed.bfcve

CVE-2014-016...rtbleed.bfcve 1 X
<?xml version="1.0" encoding="utf-8"7>
-<CVE Name="1 CVE-2014-0l60"=
- <BugWeakness Type="_INP" Class="DVR">
E <Cause Type="The Bug">Missing Code</Cause>
<Operation>Verify</Operation>
E <Consequence Comment="for payload size" Type="Improper Data"=Inconsistent Value</Consequence>
E+ lkAttributes>...</Attributes>|
/
/

</BugWleakness>
- <Wleakness Type="_MEM" Class="MAD">
<Cause Comment="(for s9s3srrec.data[@])" Type="Improper Data"=Wrong Size Used</Cause>
<Operation>Reposition</Operation>
<Consequence Type="Improper Address">Over Bounds Pointer</Consequence=>
- <Attributes>
- <Operation=>
<Attribute Type="Mechanism">Sequential</Attribute>
<Attribute Comment="dl_both.c and tl_lib.c" Type="Source Code">Codebase</Attribute>
<Attribute Type="Execution Space">Userland</Attribute>
</Operation>
- <Operand Name="Object Address">
<Attribute Type="Location">Heap</Attribute>

</Operand>
</Attributes>
</Weakness>
- <Wleakness Type="_MEM" Class="MUS"=>
’ <Cause Comment="(for s9s3-srrec.data[®0])" Type="Improper Address"=Over Bounds Pointer</Cause=>

<Operation>Read</Operation=>
<Consequence Type="Memory Error">Buffer Overflow</Consequence>
+ |{ﬁttribute5>.,.ifAttributeS>
</Weakness>
- <Failure Type="_FLR" Class="IEX">
<Cause Type="Memory Error">Buffer Overflow</Cause>




BFCVE Dataset NIST

BF Welcome! Models ~ Formalism~ Tools~ APlsw Approach v Background « Publications Confact S

i)

arch BF.. alv/ &

> TAXONOMY BF Specification of CVE-2014-0160 Heartbleed Heap Buffer Over-Read in OpenSSL v1.0.1 before v1.0.1g

~ BF CVE
Overview
CVE-2004.1287 . ) Missing verification of 'payload’ towards a upper limit leads fo use of an inconsistent size for an object, allowing a poinfer reposition over its
Data Verificaticn (DV) bounds, which, when used in 'memcpy/()’ leads to a heap buffer over-read. If exploited, this can lead to exposure of sensitive information —
CVE-2006-2362 Code Bug Operation Data Error . o
CVE-2007-1320 Missing Code — Verlfy — nconsistent Value ~ confidential ty |DSIS' ) ) )
J\ //generated// Missing Code (in ‘dils1_process_heartbeat(SSL *s)’) to Range Verify length (1 + 2 + 16 <= s->s3->rrec.length 1 + 2 + payload +
VE-2007-64 ~ . . . . .
CVE2007-6429 - 16 <= s->s3->rrec.length) Transferred (via network) in Third-Party (ssl /d1_both.c#L1462 ss| /11_lib.c#L2591) Local leads to Inconsistent Value
CVE-2008-4539 — o (‘payload’)
— Mamary Addressing (WAD) =
CVE-2013-4930 | Dete Faut Operation Address Error , which propagates to Wrong Size (in ‘memcpy(bp, pl, payload)’) Sequential Reposition (poinfer) Heap Used (for s—s3—rrec.data[0]) Third-
CVE-2013-4934 N e T feResion T OverBewnelumar Party (ssl /d1_both.c#L1487 ssl /11_lib.c#L2620) in Userland resulting in Over Bounds Pointer (‘pl‘)
CVE-2014-0160 __,.—-) , which propagates to Over Bounds Pointer (in ‘memecpy(bp, pl, payload)’) Sequential Read (object) Huge (up to 64kb per exploit) Heap Used
R propag pyiop, pl, pay q I 9 P P P P
CVE-2015-0235 - — Third-Party (ss| /d1_both.c#L1487 ssl /11_lib.c#L2620) in Userland resulting in Buffer Over-Read (‘pl’)
. — Memery Use (MUS)
CVE2015-5221 ';,\ Address Fault Operation Memory... Final Errar . If exploited this can lead to IEX (confidentiality loss).
CVE-2017-17833 \. Over Bounds Pointer —— Read —  Buffer Over-Read 1|
CVE-2018-14557 4 INput/UUTPUT Lheck (_INP)
/'—” Data Verification (DVR)
CVE-2019-14814 .
’ Code Bug Operation Data Error
CVE-2021-21834 Failure - . .
AN Missing Code Verify Inconsistent Value
CVE-2022-34835 N n ‘dtls1_process_heartbeat{S5L *s ength payload
CVE-2023-1283 Data State Mechanism Source Code Execution Space
CVE-2023-2356 Transferred Rangp. . Third-Party Local
CVE2023.2564 Bug Cloperation FaultfEmor | FnalEror  A\Fallure 7 network L+2+16 <=s->s3->reclengthl +2 ssl/d1_both.c#L14
CVE-2023-3765 < >

ssl/d1_both.c#L1462
ssl/t1_lib.c#L2591

Show/Hide Definitions vendor:product: openssl-openssl Bug Report Code with Bug Code with Fix NVD Entry

Class Definition

DWR Data Verification (DVR) class — Data are verified (semantics check) or corrected (assign, remove) improperly.



BF Vulnerability Classification

BF Vulnerability Classification Model
a3

Descriptions
Examples

Basic CS & Security

Research .
Description

CWE with cweClass as (

Assignments

BF
Taxonomy

CWE2F NVD

Severity Sore select distinct c.Type, class = c.Name, wo.cwe

from bf.class ¢
inner join bf.operation o on c.Name = o.Class
inner join cwebf.operation wo on o.Name = wo.operation

Other Vulnerability o ] N
Repositories mm—
BFCWE select m.cve [CVE], m.cwe [CWE], n.score [CVS5], ci.url [CodeWithFix], c.Type [BFClassType],
Tool Commit URLS c.class [BFClass], v.cause [Cause], v.operation [Operation], v.consequence [Consequence]
from cweClass ¢
inner Join nvd.mapCvelwe m on m.cwe = C.cwe
BF CVEs w/ CWEs inner join nwd.cwve n on m.cve = n.cve

GitHub

Codes with Fix

inner join gitHubVul.cve u on u.cve = n.cve
inner join gitHubVul.commitId ci on ci.id = u.commitId

inner join cwe.cwe w on w.id = m.cwe

CISA Known Exploited

nner join cwebf.specification s on s.cwe = m.cwe
Vulnerabilities Catalog

. inner join cwebf.mainWeakness mw on mw.mainWeakness = s.mainWeakness
Code with Diffs J

nner join bf.validWeakness v on v.id = mw.weakness

Exploited left outer join cwebf.otherWeakness cw on cw.cwe = m.cwe and cw.mainWeakness = s_mainkWeakness
. Vulnerabilities left outer join bf.wvalidWeakness vv on vv.id = cw.weakness
BF Pre Code AnaIVSIS left outer join bf.operation oo on oo.Name = vv.operation
security Bxperts, LLMs left outer join bf.class cc on oo.Class = cc.Mame
where (c.Type = ' MEM')

ER2R

order by n.score desc, m.cve, s.cwe, cw.chainId

Exploit
Probability

BF Vulnerability
Classification



BF Data in NVD

NVD’s One-to-Five Year Plan

Once the NVD is up and running, Brewer said the program will consider new
approaches to improving its processes within the next one to five years, especially
around software identification.

Some of the ideas include:

Involving more partners: Being able to have outside parties submit CPE data for
} the CPE Dictionary in ways that scale to fit the ever-growing number of IT
products

Software identification improvements: Dealing with software identification in
} the NVD in a way that scales with growing complexities (the adoption of PURLS
is considered)

’ New types of data: Developing capabilities to publish additional kinds of data to
the NVD (eg. from EPSS, NIST Bugs Framewaork)

New use cases: Developing a way to make NVD data more consumable and
} more customizable to targeted use cases (e.g. getting email alerts from NVD
when CVEs are published)

> CVE JSON 5.0: Expanding the NVD's capabilities to utilize new data points
available in CVE JSON 5.0

P Automation: Developing a way to automate at least some CVE analysis activities https://www.infosecurity-magazine.com/news/nist-unveils-new-nvd-consortium/



BF in Security Research

Machine readable formats of:

e BF taxonomy Improving the Software Security Triaging and

. . Remediation Processes using Hybrid Techniques
BFCWE SpeC|f|Cat|0n5 along with Human-Readable Diagnoses

o
e BFCVE specifications
e Vulnerability classifications

A dissertation by: Kedrian James
Committee: Fabian Monrose (advisor), Prasun Dewan, Cynthia Sturton,
Sridhar Duggirala and Michalis Polychronakis

V' Projects related to:
O Vulnerability specification generation Approach
O Bug detect|0n Report Generation Process

Memory Use Bug Class

Code Bug

- . . . e Uses NIST’s Framework! 3 Snn Cate
O Vulnerability analysis and remediation e N 1 ............
axonomic model for describing bugs. Addresa Foist pastens p
] . . . . | = = st s
O Securlty fallures and rlsks > Each class is comprised of a set of: E,T,%:“E._ —’ : ,,.,
m Causes, Operations, + Under Bounds Polnter
Consequences, Operands, e
Attributes, Sites. + Not Enough Memory
Data Verification ~,, Memory Addressing s Memory Use ;
[ Cause —»> Operation - Consequence { Cause —» Operation —» Consequence [ Cause —» Operation —» Consequence

Challenge: Model is theoretical and lacks detail on how to collect information for crash diagnosis.

11. Bojanova, NIST, The Bugs Framework (BF), Accessed: 12/16/2023. [Online). Available: hitps./lusnistgov.github.io/BF




BF — Potential Impact



BF — Potential Impacts

e Allow precise communication about security bugs,
weaknesses, and vulnerabilities

e ML/AI bug finding, vulnerability analysis, and resolution

e Help identify exploit mitigation techniques. ‘

28

Academia



Questions



BF Contact

Irena Bojanova, BF Pl & Lead

irena.bojanova@nist.gov

https://samate.nist.gov/BF/
https://usnistgov.github.io/BF/


mailto:irena.bojanova@nist.gov
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