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● Weaknesses

CWE – Common Weakness Enumeration

● Vulnerabilities

CVE – Common Vulnerabilities and Exposures

● Assigning weaknesses to vulnerabilities – CWEs to CVEs 
NVD – National Vulnerabilities Database

Current State of the Art 

https://cwe.mitre.org/ 

https://cve.mitre.org/ 

https://nvd.nist.gov/ 

https://cwe.mitre.org/
https://cve.mitre.org/
https://nvd.nist.gov/
https://cwe.mitre.org/
https://cve.mitre.org/
https://nvd.nist.gov/
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• Imprecise descriptions

• Unclear causality

• Gaps in coverage

• Overlaps in coverage

• Wrong NVD assignments 

• No tracking methodology

• No tools

Repository Challenges

Focus is on descriptions

Challenges
Imprecise 
Descriptions

Unclear
 Causality

CWE ✓ ✓

CVE ✓ ✓

NVD ✓ ✓

Gaps in 
Coverage

Overlaps in 
Coverage

✓ ✓

Wrong CVE to 
CWE  mapping

✓

No Tracking
 Methodology

No Tools

✓ ✓

✓ ✓

✓ ✓
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BF Approach

BF is a classification of security bugs and related faults, featuring a formal language 
for unambiguous specification of weaknesses and underlined by them vulnerabilities.

● Bugs and faults – as weakness causes

● Errors and final errors – as weakness consequences

● BF formal language – based on:
o Weakness taxonomies
o Bugs models
o Vulnerability models
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BF Weakness

Results in Error – 
Improper Operand2j 

Failure

Improper Staten

(operationl, …
operandlr , ... )

Improper State1

(operation1, 
operand11 , ... 
operand1i , ... )

Improper State2

(operation2, …, 
operand2j , ... )

Weakness with an improper operand

Weakness with an improper operation

Failure

Weakness resulting in a final error

…
Results in 
Final Error
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BF Weakness States

Consequence

Error Error

Consequence

Final Error

Consequence

Final Error

Consequence

Improper State1

(operation1, 
operand11 , ... 
operand1i , ... )

Improper State caused by a Fault – an operand is improper

Improper State caused by a Bug – the operation is improper

Bug

Cause

Improper State2

(operation2, …, 
operand2j , ... )

Fault

Improper State1

(operation1, 
operand11 , ... 
operand1i , ... )

Bug

Cause

Cause

Improper State2

(operation2, …, 
operand2j , ... )

Fault

Cause
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BF Vulnerability
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BF Bugs Detection
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● Security Weakness
o (bug, operation, error)

(fault, operation, error)

(bug, operation, final error)

(fault, operation, final error)

 

● Security Vulnerability
○ Chain of weaknesses
○ Bug →      /Fault → … → Final       

● Security Failure
o Violation of system security requirement

• Information Exposure (IEX)
• Data Tempering (TPR)
• Denial of Service (DoS)
• Arbitrary Code Execution (ACE)

BF Security Concepts

Bug/Fault – relates to Execution Phase:
Operations
Input Operands
Output Results

● Security Bug
○ Code or specification defect
○ May result from a hardware defect
○ May resurface by configuration/environment

● Fault
o Name, data, type, address, or size error
o Could be from a Bug or induced by a hardware defect

● Error
○ From bug or fault
○ Propagates to another fault

● Security Final Error
o From bug or fault
o Undefined system behavior
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BF Security Concepts Model

Operation1 has a Bug and results in Error 1, 
which becomes Fault1 for Operation2, leading to Error2. 

The chain goes on, until the last operation 
results in a Final Error, leading to a Failure.
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BF Memory (_MEM) Bugs Models

● Identify  Secure Code Principles:
o Memory Safety 
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BF Input/Output Model (_INP) Bugs Model

● Identify  Secure Code Principles:
o Input/Output Safety
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BF Data Type (_DAT) Bugs Model

● Identify  Secure Code Principles:
o Data Type Safety
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BF Memory Use (MUS) Class – 
Example from _MEM Class Type

BF Memory Use (MUS) Class 

An object is initialized, read, 
written, or cleared improperly.

https://samate.nist.gov/BF/
>Taxonomy
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Bug  F a        BF      B  an  a           (Bug, Operation1, Error1) ← lookup_weakness_triple()

(Fault1, Operation2, Error2) ← lookup_weakness_triple()

(Faultn-1, Operationn, Final Error) ← lookup_weakness_triple()
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BF Data Validation (DVL) Class – 
Example from _INP Class Type

Bug  F a        BF 
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BF Data Validation (DVL) Class 

Data are validated (syntax check) or 
sanitized (escape, filter, repair) improperly.

https://samate.nist.gov/BF/
>Taxonomy

(Bug, Operation1, Error1) ← lookup_weakness_triple()

(Fault1, Operation2, Error2) ← lookup_weakness_triple()

(Faultn-1, Operationn, Final Error) ← lookup_weakness_triple()
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BF Type Computation (TCM) Class – 
Example from _DAT Class Type

Type Computation (TCM) Class 

An arithmetic expression (over numbers, 
strings, or pointers) is calculated improperly, 
or a boolean condition is evaluated improperly.

https://samate.nist.gov/BF/
>Taxonomy

(Bug, Operation1, Error1) ← lookup_weakness_triple()

(Fault1, Operation2, Error2) ← lookup_weakness_triple()

(Faultn-1, Operationn, Final Error) ← lookup_weakness_triple()
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BF Weakness Taxonomies

⮚Structured
 (bug/fault, operation, error/final error)

⮚Complete
 no gaps in coverage

⮚Orthogonal
 no overlaps

⮚Language and domain independent
 context-free

⮚Causation rules
 cause-consequence transition by operation
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BF Taxonomy – BF.xml



BF Vulnerability Models
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BF Vulnerability State Model

• The bug in at least one of the chains must be fixed to resolve  the vulnerability
• Fixing a fault may only mitigate the vulnerability
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BF Vulnerability 
Specification Model
• Chain of (cause, operation, consequence) 

weakness triples

• Bug = improper operation

• Fault = improper operand

• Bug Types: Code, Specification 

• Fault Types: Name, Data, Type, Address, Size 

• Causation within a weakness 
• Causation between weaknesses
• Causation between vulnerabilities

• Propagation between weaknesses 
• Propagation between vulnerabilities
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BF Formal Language
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BF Context Free Grammar (CFG)
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BF Formal Language
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BF CFG Lexis
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BF CFG Syntax
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BF Syntax – LL(1) Grammar
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BF Semantics – Attribute CGF



BF Specifications 
of CWEs
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BFCWE Dataset
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CWE-125 – Two BF Specifications
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Data Type CWEs by BF Operation

● Data Type CWEs 
(incl. Integer Overflow, Juggling, and Pointer Arithmetics) – 
mapped by BF DCL, RNS, TCV, TCM operation
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Analyzing HW CWEs



BF Specifications 
of CVEs 
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CVE-2014-0160 
The (1) TLS and (2) DTLS implementations in OpenSSL 1.0.1 before 1.0.1g do not properly handle Heartbeat 
Extension packets, which allows remote attackers to obtain sensitive information from process memory via 
crafted packets that trigger a buffer over-read, as demonstrated by reading private keys, related to 
d1_both.c and t1_lib.c, aka the Heartbleed bug. 

Heartbleed (CVE-2014-0160)

https://cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2014-0160
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CVE-2014-0160 The (1) TLS and (2) DTLS implementations in OpenSSL 1.0.1 before 1.0.1g do not properly handle Heartbeat 
Extension packets, which allows remote attackers to obtain sensitive information from process memory via crafted packets that 
trigger a buffer over-read, as demonstrated by reading private keys, related to d1_both.c and t1_lib.c, aka the Heartbleed bug. 

Heartbleed (CVE-2014-0160)

1448 dtls1_process_heartbeat(SSL *s)

1449 {unsigned char *p = &s->s3->rrec.data[0], *pl;

1451 unsigned short hbtype;

1452 unsigned 

1450 int payload;

1453 unsigned int padding = 16; /* Use minimum padding */

1454

1455 /* Read type and payload length first */

1456 hbtype = *p++;

1457 n2s(p, payload);

1458 pl = p;

...

1465 if (hbtype == TLS1_HB_REQUEST)

1466  {

1467  unsigned char *buffer, *bp;

...

1470  /* Allocate memory for the response, size is 1 byte

1471  * message type, plus 2 bytes payload, plus

1472  * payload, plus padding

1473  */

1474  buffer = OPENSSL_malloc(1 + 2 + payload + padding);

1475  bp = buffer;

1476

1477  /* Enter response type, length and copy payload */

1478  *bp++ = TLS1_HB_RESPONSE;

1479  s2n(payload, bp);

1480  memcpy(bp, pl, payload);

DVR
(Verify: Missing 

Code, Data 
(payload length))

MAD
(Reposition, 

Data: 
Wrong Size Used, 
Type, Address,

Size)

Inconsistent 
Value

MUS
(Read, Data, 

Type, Address: 
Over Bounds 
Pointer,  Size) 

Over Bounds 
Pointer

/* Naive implementation of memcpy

void *memcpy (void *dst, const void *src, size_t n)

{

    size_t i;

    for (i=0; i<n; i++)

        *(char *) dst++ = *(char *) src++;

    return dst;

Buffer 
Overflow

plbp

payload

Caused by 
an improper operandCaused by the Bug Ends  with  a final error

https://cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2014-0160
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DVR
(Verify: Missing 

Code, Data 
(payload 
length))

MAD
(Reposition, 

Data: 
Wrong Size 

Used, 
Type, Address,

Size)

Inconsistent 
Value

Buffer 
Overflow

Not Cleared
Object

Over Bounds 
Pointer

BF States of CVE-2014-0160 (Heartbleed)

MUS
(Read, Data, 

Type, Address: 
Over Bounds 
Pointer,  Size) 

IEX

Intermediate State – caused by 
at least one improper operand

Initial State – caused by the Bug 
– the operation is improper

Failure 

Final State – ends  
with  a final error

MUS
(Clear: Missing 

Code, Data, 
Type, 

Address, Size)

…
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Missing Code
to check payload length

Inconsistent Value
for payload size

Verify

Wrong Size Used
for   →  →         [ ]

Over Bounds Pointer
pl

Memory Addressing  Weakness

Reposition

Data Verification Weakness

Over Bounds Pointer
pl

Buffer Over-Read

Memory Use  Weakness

Read

Missing Code Not Cleared Object

Memory Use  Weakness

Clear

Code Defect Bug Operation Data Error

Data Error Operation Address Error

Address Error Operation Final Error

Code Defect Bug Operation Final Error

IEX

Final Error
Bug

FailureError/Fault

Operation

Mechanism
Range

Source Code
Third-Party 
d1_both.c, tl_lib.c

Execution Space
Admin

State
Transferred
via network

Mechanism
Sequential

Source Code
Third-Party 
d1_both.c, tl_lib.c

Execution Space
Userland

Location
Heap

Mechanism
Sequential

Source Code
Third-Party 
d1_both.c, tl_lib.c

Execution Space
Userland

Span
Huge

Location
Heap

Mechanism
Sequential

Source Code
Codebase

Execution Space
Userland

Span
Huge

Location
Heap

BF Specification of CVE-2014-0160 
(Heartbleed)
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BF Tool – BF Specification of Heartbleed
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CVE-2014-0160 - Heartbleed.bfcve
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BFCVE Dataset
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BF Vulnerability Classification
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https://www.infosecurity-magazine.com/news/nist-unveils-new-nvd-consortium/

BF Data in NVD
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BF in Security Research

Machine readable formats of:
● BF taxonomy
● BFCWE specifications
● BFCVE specifications
● Vulnerability classifications

✔ Projects related to:
o Vulnerability specification generation 
o Bug detection
o Vulnerability analysis and remediation
o Security failures and risks



BF – Potential Impact
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● Allow precise communication about security bugs, 
weaknesses, and vulnerabilities

● ML/AI bug finding, vulnerability analysis, and resolution

● Help identify exploit mitigation techniques.

BF – Potential Impacts

BF

Government

Academia

Industry



Questions
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Irena Bojanova, BF PI & Lead

irena.bojanova@nist.gov 

BF Contact

https://samate.nist.gov/BF/
https://usnistgov.github.io/BF/

mailto:irena.bojanova@nist.gov

	Slide 1: Bugs Framework (BF) Formalizing Cybersecurity  Weaknesses and Vulnerabilities    Office of the National Cyber Director (ONCD) April 4, 2024
	Slide 2: Agenda
	Slide 3: Introduction
	Slide 4: Current State of the Art 
	Slide 5: Repository Challenges
	Slide 6: BF Approach
	Slide 7: BF Weakness
	Slide 8: BF Weakness States
	Slide 9: BF Vulnerability
	Slide 10: BF Bugs Detection
	Slide 11: BF Security Concepts
	Slide 12: BF Security Concepts Model
	Slide 13: BF Bugs Models
	Slide 14: BF Memory (_MEM) Bugs Models
	Slide 15: BF Input/Output Model (_INP) Bugs Model
	Slide 16: BF Data Type (_DAT) Bugs Model
	Slide 17: BF Weakness Taxonomies
	Slide 18: BF Memory Use (MUS) Class –  Example from _MEM Class Type
	Slide 19: BF Data Validation (DVL) Class –  Example from _INP Class Type
	Slide 20: BF Type Computation (TCM) Class –  Example from _DAT Class Type
	Slide 21: BF Weakness Taxonomies
	Slide 22: BF Taxonomy – BF.xml
	Slide 23: BF Vulnerability Models
	Slide 24: BF Vulnerability State Model
	Slide 25: BF Vulnerability Specification Model
	Slide 26: BF Formal Language
	Slide 27: BF Context Free Grammar (CFG)
	Slide 28: BF Formal Language
	Slide 29: BF CFG Lexis
	Slide 30: BF CFG Syntax
	Slide 31: BF Syntax – LL(1) Grammar
	Slide 32: BF Semantics – Attribute CGF
	Slide 33: BF Specifications  of CWEs
	Slide 34: BFCWE Dataset
	Slide 35: CWE-125 – Two BF Specifications
	Slide 36: Data Type CWEs by BF Operation
	Slide 37: Analyzing HW CWEs
	Slide 38: BF Specifications  of CVEs 
	Slide 39: Heartbleed (CVE-2014-0160)
	Slide 40: Heartbleed (CVE-2014-0160)
	Slide 41: BF States of CVE-2014-0160 (Heartbleed)
	Slide 42: BF Specification of CVE-2014-0160 (Heartbleed)
	Slide 43: BF Tool – BF Specification of Heartbleed
	Slide 44: CVE-2014-0160 - Heartbleed.bfcve
	Slide 45: BFCVE Dataset
	Slide 46: BF Vulnerability Classification
	Slide 47: BF Data in NVD
	Slide 48: BF in Security Research
	Slide 50: BF – Potential Impact
	Slide 51: BF – Potential Impacts
	Slide 52: Questions
	Slide 53: BF Contact

