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Introduction



Software Security Vulnerabilities NS

® Lead to failures — used to attack:

O Cyberspace .
O Critical infrastructure R\ Explain software security bug and weakness

® Loosely Used NOtlonS' A software security bug is an error, flaw, failure, or fault in a computer program or system that

O BUg causes it to produce an incorrect or unexpected result, or to behave in unintended ways and
Fault creates a security vulnerability. These bugs may arise due to mistakes made by software
Error developers, incorrect or incomplete specifications, or unexpected interactions between different
Weakness components of a system,

Vulnerability
Failure

A software security weakness, on the other hand, is a defect or problem in the design or
architecture of a piece of software that could be exploited by an attacker to gain unauthorized

access or perform some other malicious action. These weaknesses could include things

® Al chatbots generate | | , .
input validation, lack of proper authentication and authorization, or insecure use of syst
(00 nﬂatl ng expla nat|0ns resources. It's a security issue that is inherent to the system and that could potentially be

exploited.




Definitions

e Software Security Vulnerability e Software Security Bug
O A chain of weaknesses linked by causality O A code or specification defect
O Starts with a bug (operation defect)
) ] S . Bugs Framework (BF)
O Ends with a final error, which if exploited ® Software Fault https://samate.nist.gov/BE

leads to a security failure O A name, data, type, address, or size error

(operand error)

e Software Security Weakness e Software Error
O A (bug, operation, error) oOr O The result from an operation with
(fault, operation, error) triple. a bug or a faulty operand
O An instance of a weakness type that O Becomes a next fault or is a final error
relates to a distinct phase of software ® Software Final Error

execution, the operations specific for that
phase and the operands required as input
to those operations.

O An exploitable or undefined system behavior
O Leads to a security failure

e Security Failure
O Aviolation of a system security requirement
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“BadAlloc” Pattern — 25 CVEs
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4.2.1 INTEGER OVERFLOW OR WRAPAROUND CWE-1S

Media Tek Linkit SOK versions prior to 4.6.1 iz vulnerable to integer overflow in memory 3

memory corruption on the target device

CVE-2021-20636 has been assigned to this vulnerability. A CVSS v3 base score of 7.3 has be
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ARM mbed-ualloc memory library Version 1.3.0 is vulnerable to integer wrap-around in fun

Jnexpected behavior such as a crash or a remote code injection/execution

e A !

CVE-2021-27433 has been assigned to this vulnerability. A CVSS v3 base score of 7.3 has be

4,24 INTEGER OVERFLOW OR WRAPAR v E=13
ARM mbed product Version 6.3.0 is vulnerable to integer wrap-around in malloc_wrapper?

behavior such a3 a crash or 3 ramote code injection/execution

Data Verification

Weakness DVR

Type Computation TCM
Weakness

Memory Allocation
Weakness

Memory Addressing MAD
Weakness

Memory Use MUS
Weakness

Failure



BF Defined



BF Definition

BF is a classification system of software security bugs, faults, and weaknesses
that allows unambiguous formal descriptions of
software security vulnerabilities that exploit them.

BF comprises:

» Bugs models

» A weakness taxonomy

» A vulnerability model

» An LL(1) formal language
» A relational database

» Generation tools.
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BF Bugs Models

BF Input/Output Model

Unchecked
Data

D

I

BF Data Type Model

argument/return/( .)
object

type/
namespace

eclare

Checked
Data

Data
Lifetime

argument/return/(.)

subtype
object

object

TCM

Upper
Bound

Object
Size

® |dentify Secure Code Principles:

O Input/Output Safety
O Data Type Safety
O Memory Safety

Type System Timeline

Object
Space

Memory Model

e
\~>| Initialize

MAD (Owner)
assign
positio

Other Object
/ NULL

Reassign

=

*>| Allocate l

MUS (Object)

Dereference

<

-Inmallze
_rst write Clear

MDL (Object)
Lower K
Bound

Object
Create ~ Destroy Lifetime
Object Object Object
In Use



Data Type Bugs Model

e Four phases, corresponding to
the BF _DAT classes:
DCL, NRS, TCV, and TCM

argument/return/
(.) object

type/
namespace

e Data Type operations flow

subtype
object

argument
object

argument/return
> Entity: [ Cest )
O Object
] N\ J
O Function C 1em
O Data Type
O Namespace

Type System Timeliné



BF Memory Bugs Model

Object
Space

e Four phases, corresponding to 1 Other Objc
the BF _MEM classes: \
MAD, MMN (MAL & MDL), and MUS

e Memory operations flow

N

Create
Object



BF Weakness Taxonomy



BF — Clusters of Bugs Classes

Input/Output Bugs: e BF cluster:
DVL, DVR O Bugs Model
Data Type Bugs: O Set of Classes

DCL, NRS, TVC, TCM e BF class:
Memory Bugs: O Set of Operations
MAD, MAL, MUS, MD O Set of Causes
Cryptography Bugs: O Set of Consequences

ENC, VRF, KMN

Random Numbers Generation Bugs:
RND, PRN

Access Control Bugs

Control Flow Bugs

Concurrency Bugs



BF Classes

» Structured
» Complete
» Orthogonal

» Language and domain independent

https://samate.nist.gov/BF/



https://samate.nist.gov/BF/

BF Classes — Example

Causes Operations Consequences
Memory Use Bugs (M US) Code Defect Bug Initialize Object Data Error
Missing Code Dereference + Uninitialized Object
+ Mismatched Operation Read
. . . Erroneous Code Write . ' .
An Object IS Inltlallzed’ readl Clear Memory Corruptlon/DlsclosurS F|r(1:a;| Err(;rOb.
1 i Data Fault + NULL Poic:tereggfeferej::;
ertten’ or cleared Improperly' + Forbidden Address Operands Untrusted Pointer Dereference
HETE SR Object Corruption
Data Type Confusion
Type Fault Type + Use After Free
+ Casted Pointer Address Buffer Overflow
Size Buffer Underflow
Buffer Over-Read
Address Fault Buffer Under-Read
NULL Pointer Uninitialized Pointer Dereference
+ Wild Pointer

Dangling Pointer
Untrusted Pointer
Over Bounds Pointer
Under Bounds Pointer
Wrong Position Pointer

Size Fault
+ Not Enough Memory
Attributes
. . Mechanism Source Code Execution Space Address Kind Address State Size Kind
httpS.//Samate.ﬂlSt.gOV/BF/ Direct Codebase Userland Huge Stack Actual
> BF WeakneSS Taxonomy Sequential Third-Party Kernel Moderate Heap Used
Standard Library Bare-Metal Little /other/

Compiler/Interpreter

Bug Fault/Error Final Error I:IOperation/Operand
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High Level Vulnerability Model

Bugs Framework (BF) Vulnerability Model

Weakness Type;

Cause Consequence

Bug —»{ Operation ; —/>Error)

Weakness Type ,

Consequence

Fault; —» Operaﬁon‘zw

Weakness Type y

Cause Consequence

Fault \.;, — Operation y — Final Error

Bug

|:| Operation
Error/Fault A Failure

Final Error

BF,l.Bojanova, 20142023



BF Specification of Weakness ;

Operation Defect Type Weakness Type , Operand Fault Type ,
[ ] ] B
BF Vulnerability Mode o ey
(improper operation)
Operand, Kind Operand; Kind Mechanism Source Code Execution Space
Value Value g Value Value Value ,,
Operand, State Operand; State
Value 4, Value g

A formal BF specification of a chain
of underlying BF weakness types,

BF Specification of Weakness,

leading to instances of failure types Operand Fault Type Weakness Type Operand Fault Type

Fault ;
(improper operand ;)

Ope ration Defect Types: \(zapli;and1 Kind \(/)apIE;andS Kind \l\;;TsZanism \S/c;ltijrge Code {E/:Tﬁztion Space
Code, Specification

— Operation, > Error,

Operand, State Operand; State
Value 4 Value g

Operand Fault Types:
Name, Data, Type, Address, Size

BF Specification of Weakness N

Operand Fault Type y; Weakness Type Exploitation Type
. Fault v, — Operation > Final Error
(improper operand y.4)

B ug = i m p ro pe ro pe ratio N \(‘/)plerandl Kind \(‘/Jplerands Kind Mtlechanism Solurce Code Extlacution Space
alue o alue Value y,, Value Value \,
Fault = improper operand.

Operand, State Operand; State
Value 4 Value g

Failure Type ;

Bug |:|Operation Fault / Error Final Error AFailure



BF Model of Converging

V u | n e ra b i I it i e S Bugs Framework (BF) Vulnerability Model

Weakness Type;j;

Cause Consequence

Bug ; —» Operation;; —»  Error ;;

Weakness Type iy

Consequence

Fault;ny — Operation ;y — Final Error ;

The bug in at least one of the chains
must be fixed to avoid the failure.

Weakness Typej;

Cause

Consequence

Bug; —» Operationj; —  Error j;

Weakness Type

Cause Consequence

Faultjy, —{Operation j, — Final Error ;

Bug I:] Operation Error/Fault Final Error A Failure

BF,l.Bojanova, 20142023



BF Formal Language



BF LL(1) Formal Grammar for

Class Types INP, DAT, MEM, CDS

Variables (Nonterminals)
V = { Vulnerability, Convergence_Failure, Bug, Operation, OprAttrs_Fault_FinalError, Operation_Attr, Fault, OprdAttrs_Operation, Final_Error, Oprand_Attr, Failure, Code Defect,
Specification Defect, DVL_Operation, DVR_Operation, DCL_Operation, NRS_Operation, TCV_Operation, TCM_Operation, MAD Operation, MMN_Operation, MUS_Operation,
KMN_Operation, CPH_Operation, DSV_Operation, Mechanism, Source Code, Execution Space, Data_Fault, Type_Fault, Name_Fault, Address_Fault, Size_Fault, Injection, Access,
Type Compute, Memory Corruption/Disclosure, Data Security, Data_Kind, Name_Kind, Type_Kind, Address_Kind, Size_Kind, Data_State, Name_State, Type_State, Address_State,
Size_State }

Tokens (Terminals)
Z = {'Missing Code', 'Erroneous Code', 'Under-Restrictive Policy', 'Over-Restrictive Policy', 'Wrong Code', 'Missing Modifier', 'Wrong Modifier', 'Anonymous Scope', 'Wrong Scope',
'Missing Qualifier', '"Wrong Qualifier', 'Mismatched Operation', 'Added Code', 'Wrong Algorithm', 'Hardcoded Key', 'Weak Protocol', 'Validate', 'Sanitize', 'Verify', 'Correct’,
'Declare’, 'Define’, 'Refer’, 'Call', 'Cast’, 'Coerce’, 'Calculate’, 'Evaluate’, 'Initialize Pointer', 'Reposition’, 'Reassign’, 'Allocate’, 'Extend’, 'Reallocate-Extend’, 'Deallocate’, 'Reduce’,
'Reallocate-Reduce’, 'Initialize Object', 'Dereference’, 'Read', 'Write', 'Clear’, 'Generate/Select', 'Store', 'Distribute’, 'Use', 'Destroy', 'Encrypt’, 'Decrypt’, 'Crypto Authenticate’,
'Crypto Verify', 'Safelist', 'Denylist’, 'Format’, 'Length’, 'Codebase’, 'Third-Party', 'Standard Library', 'Compiler/Interpreter', 'Local', 'Admin', 'Bare-Metal', 'Value', 'Quantity', 'Range’,
'Data Type', 'Other Rules', 'Simple', 'Generics', 'Overriding', 'Overloading’, 'Resolve’, 'Bind', 'Early Bind', 'Late Bind', 'Ad-hoc Bind', 'Pass In', 'Pass Out', 'Function’, 'Operator’,
'Method', 'Lambda Expression', 'Procedure’, 'Direct’, 'Sequential’, 'Userland’, 'Kernel', 'Implicit’, 'Explicit’, '"Hash + RND', 'MAC', 'Digital Signature', 'Symmetric Algorithm’,
'Asymmetric Algorithm', 'Corrupted Data', 'Tampered Data’, 'Corrupted Policy Data', 'Tampered Policy Data’, 'Invalid Data', 'Wrong Type Resolved', 'Missing Overridden Function',
'Missing Overloaded Function', 'Incomplete Type', 'Wrong Generic Type', 'Confused Subtype', 'Wrong Argument Type', 'Wrong Object Resolved', 'Wrong Object Type Resolved',
‘Under Range', 'Over Range', 'Flipped Sign', 'Wrong Type', 'Mismatched Argument', '"Wrong Function Resolved', 'Wrong Generic Function Bound', "Wrong Overridden Function
Bound', '"Wrong Overloaded Function Bound', '"Wrong Argument', 'Reference vs. Object', '"Hardcoded Address', 'Single Owned Address', 'Wrong Index', 'Wrong Size', 'Wrong Index
Type', 'Casted Pointer', 'NULL Pointer', 'Wild Pointer', 'Dangling Pointer', 'Untrusted Pointer', 'Over Bounds Pointer’, 'Under Bounds Pointer', 'Wrong Position Pointer', 'Not
Enough Memory', 'Forbidden Address', 'Weak Keying Material’, 'Weak Ciphertext'’, 'Unverified Data', 'Weak Key', 'Weak Random Bits', 'Repeated IV', 'Weak Shared Secrets',
'‘Revealed Key', 'Entered’, 'Stored’, 'In Use', 'Transferred', 'Object’, 'Function’, 'Data Type', 'Namespace', 'Primitive’, 'Structure', 'Resolved', 'Bound’, 'Numeric', 'Text', 'Pointer’,
'Boolean’, 'Stack’, 'Heap', '/other/', 'Actual’, 'Used’, 'Huge', 'Moderate', 'Little', 'Hashes', 'Keying Material', 'Digital Certificate', 'Credentials’, 'System Data', 'State Data’,
'‘Cryptographic’, 'Digital Document’, 'Secret', 'Private’, 'Public', 'Query Injection', 'Command Injection’, 'Source Code Injection’, 'Parameter Injection’, 'File Injection', 'Wrong Access
Object', '"Wrong Access Type', 'Wrong Access Function', 'Undefined’, 'Memory Leak’, 'Memory Overflow', 'Double Free', 'Object Corruption’, 'Not Cleared Object', 'NULL Pointer
Dereference', 'Untrusted Pointer Dereference’, 'Type Confusion', 'Use After Free', 'Buffer Overflow', 'Buffer Underflow', 'Buffer Over-Read', 'Buffer Under-Read', 'Uninitialized
Pointer Dereference', 'Revealed IV', 'Revealed Shared Secrets', 'Revealed Domain Parameter', 'Revealed Random Bits', 'Revealed Plaintext', 'Revealed Key', 'Forged Signature',
'Spoofed Identity', '@" }




BF LL(1) Formal Grammar

Rules (Productions)
S = Vulnerability Convergence_Failure
Vulnerability - Bug Operation OprAttrs_Fault_FinalError

OprAttrs_Fault_FinalError > Operation_Attr OprAttrs_Fault_FinalError | Fault OprdAttrs_Operation | Final_Error
OprdAttrs_Operation - Oprand_Attr OprdAttrs_Operation | Operation OprAttrs_Fault_FinalError
Convergence_Failure = '@' Vulnerability Convergence_Failure | Failure €

Bug - Code_Defect | Specification_Defect

Code_Defect = 'Missing Code' | 'Erroneous Code' | 'Wrong Code' | 'Mismatched Operation' | 'Added Code'

Specification_Defect = 'Under-Restrictive Policy' | 'Over-Restrictive Policy' | 'Missing Modifier' | 'Wrong Modifier' | 'Anonymous Scope' | 'Wrong Scope' | 'Missing Qualifier' |
'Wrong Qualifier' | 'Wrong Algorithm' | '"Hardcoded Key' | 'Weak Protocol'

Operation - DVL_Operation | DVR_Operation | DCL_Operation | NRS_Operation | TCV_Operation | TCM_Operation | MAD_Operation | MMN_Operation | MUS_Operation |
KMN_Operation | CPH_Operation | DSV_Operation

DVL_Operation - 'Validate' | 'Sanitize'

DVR_Operation = 'Verify' | 'Correct'

DCL_Operation - 'Declare' | 'Define’

NRS_Operation - 'Refer' | 'Call'

TCV_Operation - 'Cast' | 'Coerce'

TCM_Operation - 'Calculate' | 'Evaluate’

MAD_Operation - 'Initialize Pointer' | 'Reposition' | 'Reassign'

MMN_Operation - 'Allocate’ | 'Extend' | 'Reallocate-Extend' | 'Deallocate’ | 'Reduce’ | 'Reallocate-Reduce’

MUS_Operation - 'Initialize Object' | 'Dereference' | 'Read' | 'Write' | 'Clear’

KMN_Operation - 'Generate/Select' | 'Store' | 'Distribute’ | 'Use' | 'Destroy'

CPH_Operation - 'Encrypt' | 'Decrypt'

DSV_Operation - 'Crypto Authenticate' | 'Crypto Verify'

Operand - 'Data’ | 'Name' | 'Type' | 'Address' | 'Size'



BF LL(1) Formal Grammar

Fault - Data_Fault | Type_Fault | Name_Fault | Address_Fault | Size_Fault

Data_Fault - 'Corrupted Data' | 'Tampered Data' | 'Corrupted Policy Data' | 'Tampered Policy Data' | 'Invalid Data' | 'Under Range' | 'Over Range' | 'Flipped Sign' | 'Wrong
Argument' | 'Reference vs. Object' | 'Hardcoded Address' | 'Single Owned Address' | 'Wrong Index' | 'Wrong Size' | 'Forbidden Address' | 'Weak Keying Material' | 'Weak
Ciphertext' | 'Unverified Data' | 'Weak Key' | 'Weak Random Bits' | 'Repeated IV' | 'Weak Shared Secrets' | 'Revealed Key'

Type_Fault = 'Wrong Type Resolved' | 'Incomplete Type' | 'Wrong Generic Type' | 'Confused Subtype' | 'Wrong Argument Type' | 'Wrong Type' | 'Mismatched Argument' |
'Wrong Object Type Resolved' | 'Wrong Index Type' | 'Casted Pointer'

Name_Fault = 'Missing Overridden Function' | 'Missing Overloaded Function' | 'Wrong Object Resolved' | 'Wrong Object Type Resolved' | 'Wrong Function Resolved' | 'Wrong
Generic Function Bound' | '"Wrong Overridden Function Bound' | 'Wrong Overloaded Function Bound'

Address_Fault = 'NULL Pointer' | 'Wild Pointer' | 'Dangling Pointer' | 'Untrusted Pointer' | 'Over Bounds Pointer' | 'Under Bounds Pointer' | 'Wrong Position Pointer'
Size_Fault - 'Not Enough Memory'

Final_Error - Injection | Access | Type_Compute | Memory_Corruption/Disclosure | Data_Security

Injection = 'Query Injection' | 'Command Injection' | 'Source Code Injection' | 'Parameter Injection' | 'File Injection'

Access - 'Wrong Access Object' | 'Wrong Access Type' | 'Wrong Access Function'

Type_Compute = 'Undefined'

Memory_Corruption/Disclosure - 'Memory Leak' | 'Memory Overflow' | 'Double Free' | 'Object Corruption' | 'Not Cleared Object' | 'NULL Pointer Dereference' | 'Untrusted
Pointer Dereference' | 'Type Confusion' | 'Use After Free' | 'Buffer Overflow' | 'Buffer Underflow' | 'Buffer Over-Read' | 'Buffer Under-Read' | 'Uninitialized Pointer Dereference'
Data_Security - 'Revealed IV' | 'Revealed Shared Secrets' | 'Revealed Domain Parameter' | 'Revealed Random Bits' | 'Revealed Plaintext' | 'Revealed Key' | 'Forged Signature' |
'Spoofed Identity'



BF LL(1) Formal Grammar

Operation_Attr - Mechanism | Source_Code | Execution_Space

Mechanism - 'Safelist' | 'Denylist' | 'Format' | 'Length' | 'Value' | 'Quantity' | 'Range' | 'Data Type' | 'Other Rules' | 'Simple' | 'Generics' | 'Overriding' | 'Overloading' | 'Resolve
| 'Bind' | 'Early Bind' | 'Late Bind' | 'Ad-hoc Bind' | 'Pass In' | 'Pass Out' | 'Function' | 'Operator' | 'Method' | 'Lambda Expression' | 'Procedure' | 'Direct' | 'Sequential' | 'Implicit
| 'Explicit' | 'Hash + RND' | 'MAC' | 'Digital Signature' | 'Symmetric Algorithm' | 'Asymmetric Algorithm'

Source_Code - 'Codebase' | 'Third-Party' | 'Standard Library' | 'Compiler/Interpreter

Execution_Space - 'Local' | 'Admin' | 'Bare-Metal' | 'Userland' | 'Kernel'

Oprand_Attr - Data_Kind | Name_Kind | Type_Kind | Address_Kind | Size_Kind | Data_State | Name_State | Type_State | Address_State | Size_State

Data_State - 'Entered' | 'Stored' | 'In Use' | 'Transferred'

Data_Kind = 'Numeric' | 'Text' | 'Pointer' | 'Boolean' | 'Hashes' | 'Keying Material' | 'Digital Certificate' | 'Credentials' | 'System Data' | 'State Data' | 'Cryptographic' | 'Digital
Document' | 'Secret' | 'Private' | 'Public'

Name_Kind - 'Object' | 'Function' | 'Data Type' | 'Namespace'

Name_State - 'Resolved' | 'Bound'

Type_Kind - 'Primitive’ | 'Structure'

Address_State - 'Stack' | 'Heap' | '/other/'

Address_Kind - 'Huge' | 'Moderate' | 'Little'

Size_Kind = 'Actual' | 'Used'



BF Specification
of Heartbleed



Heartbleed (CVE-2014-0160)

CVE-2014-0160

The (1) TLS and (2) DTLS implementations in OpenSSL 1.0.1 before 1.0.1g do not properly handle Heartbeat
Extension packets, which allows remote attackers to obtain sensitive information from process memory via
crafted packets that trigger a buffer over-read, as demonstrated by reading private keys, related to
d1_both.cand tl_lib.c, aka the Heartbleed bug.

O ]  https://nvd.nist.gov/vuln/detail/CVE-2014-0160

Weakness Enumeration

CWE-ID CWE Name

CWE-119 Improper Restriction of Operations within the Bounds of a Memory Buffer


https://cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2014-0160

Heartbleed (CVE-2014-0160)

CVE-2014-0160 The (1) TLS and (2) DTLS implementations in OpenSSL 1.0.1 before 1.0.1g do not properly handle Heartbeat

Extension packets, which allows remote attackers to obtain sensitive information from process memory via crafted packets that
trigger a buffer over-read, as demonstrated by reading private keys, related to d1_both.c and t1_lib.c, aka the Heartbleed bug.

1448 dtlsl process heartbeat (SSL *s)

1449 { void *memcpy (void *dst, const void *src, size t n)
1450 unsigned char *p = &s->s3->rrec.datal0], *pl; {
1451 unsigned short hbtype; size t 1i; payload
1452 unsigned int payload; for (i=0; i<n; i++)
1453 unsigned int padding = 16; * (char *) dst++ = *(char *) src++;
1454 return dst;
1455 } bp pl
1456 hbtype = *p+t+;
1457 n2s (p, payload);
1458 rl = p;
s . NW Buffer
1465 if (hbtype == TLS1 HB REQUEST) Value Pointer - Overflow -
1466 { >
1467 unsigned char *buffer, *bp; MAD MUS
.. DVR (Reposition,
. . (Read, Data,
1470 (Verify: Missing Data: Tea, Addeses
Code, Data Wrong Size Used, ’ ’
1471 (payload length)) Type, Address Over Bounds
" ’ Pointer, Size)
1472 Size)
1473
1474 buffer = OPENSSL_malloc\Q\+»2 + pavyload| +
padding) ;
1475 bp = buffer;
ﬁzg / Caused by the Bug gzlijrsr?;jrl;;er operand Ends with afinal error

1 N7 0 *lN~1 1 — mMmT O ILTD DLTTODNNOTLD o


https://cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2014-0160

Heartbleed (CVE-2014-0160)

Overflow

Buffer
Qverflo

Over Bounds

Inconsistent

Value Pointer
MAD
DVR (Reposition, MUS
(Verify: Missing Data: (Read, Data,
Code, Data WrongSize Type, Address:
(payload Used, Over Bounds IEX
length)) Type, Address, Pointer, Size)
Size)
Not Cleared
Object
MUS
(Clear: Missing
Code, Data,
Type,
Address, Size)
Initial State — caused by the Bug Final State — ends

— the operation is improper with a final error

Intermediate State — caused by A Failure — caused
at least one operand is improper by a final error



Heartbleed

Data Verification Weakness Memory Use Weakness
Code Defect Bug Operation Data Error Code Defect Bug Operation Final Error
Missing Code —> Verify —> Inconsistent Vglue Missing Code —> Clear —> Not Cleared Object
to check payload length for payload size

‘ Mechanism + Source Code + Execution Space ‘State Mechanism ‘ Source Code Execution Space Span Location
Range Third-Party Admin Transferred Sequential Codebase Userland Huge Heap

d1_both.c, tl_lib.c via network

Memory Addressing Weakness

Data Error Operation Address Error

Wrong Size Used Over Bounds Pointer

—» Reposition —»

for s—s3-rrec.data[0] pl
‘ Mechanism Source Code Execution Space Location
Sequential Third-Party Userland Heap

d1_both.c, tl_lib.c

Memory Use Weakness

Address Error Operation Final Error
Over Bounds Pointer
. —> Read —> Buffer Over-Read
Bug
Mechanism  Source Code Execution Space Span Location I:I Operation Final Error
Sequential Third-Party Userland Huge Heap

d1_both.c, tl_lib.c Error/Fault Failure



BF Generation Tools



BF Taxonomy — BF.xml

BFxeml* = X
<!-—@author Irena Bojanova(ivb)-—>
<!--@date - 2/9/2022-->
-|<BF Name="Bugs Framework"=>

!+ |<Cluster Name="_INP" Type="Weakness">...</Cluster>
= <Cluster Name="_DAT" Type="Weakness">
1 <Class Name="DCL" Title="Declaration Bugs"s [oramr = I —
- <0Operations= o
<0Operation Name="Declare"/> <Definitions>
<Operation Name="Define"/> <!——.C¥u§ters——> . r B .
+ <AttributeType Name="Mechanism">...</AttributeType>] <Def%n?t%on Name="_INP“ Type="Weakness">Input/0utput Check Bugs
+ <AttributeType Name="Source Code">...</AttributeType>| <Def%n%t%on Name="_DAT" Type=HWeakness">Data THnA g e e
+ <AttributeType Name="Entity">...</AttributeType>| <Def%n%t%on BA=" IR TyRe=uenmes s tienoty Bugs.— Lead To lf
</Operations> <Def}n%t%on Name="_CRY" Type="Weakness">Cryptographic Store or
I <Operands> <Definition Name="_RND" Type="Weakness">Random Number Generatio
E_ <Operand Name="Type"><!-—XXX—-> <Definition Name="_ACC" Type="Weakness">Access Control Bugs - Ll
1 {fogsizsgibuteType Name="Type Kind">...</AttributeType] B <!-- Classes - xxx update the definitions on BF web-site-->
</Operands> She= ey
L <Causes> <Definition Name="DVL">Data are validated (syntax check) or san
I <BugCauseType Name="The Bug"> E <Definition Name="DVR">Data are verified (semantics check) or c
<Cause Name="Missing Code"/> niT <R . 2
<Cause Name="Wrong Code"/> <Definition Name="DCL">An object, a function, a type, or a name
<Cause Name="Erronscus Code" /> E <Definition Name="NRS">The name of an object, a function, or a-
<Cause Name="Missing Modifier"/> <Definition Name="TCV">Data are converted or coerced into other
<Cause Name="lWirong Modifier"/> <Definition Name="TCM">A numeric, pointer, or string value is c
g <Cause Name="Anonymous Scope"/> <!—__"”E”__> . . o I S
<Cause Name="Wrong Scope"/> E <De¥%n%t%on Name="MAD">The p?lnte? to an object is 1n1tlallzedh
</BugCauseType> <Definition Name="MAL">An object is allocated, extended, or rea
</Causes> <Definition Name="MUS">An object is initialized, read, written,
I <Consequences> <Definition Name="MDL">An object is deallocated, reduced, or re
H— <WeaknessConsequenceType Name="Improper Type (_DAT)"=> B A
<Consequence Name="Wrong Type"/> , <!=- Values-->
Cm T T . [ T T R A | | 4]
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CVE-2014-0160 - Heartbleed.bfcve

¥ Bugs Framework (BF)

File

[NE~E~R

CVE-2014-0160 - Heartbleed

Bug-Weakness
BF Class:

Preceding Conseqeunce:

_INP

- RND

PRN
_ACC
- ATN
- ATZ
CON
cont
. CON2
- CFL
CRL1
cFL2

Operation:

Consequence:

= Improper Data

[ Other Rules

[ Third Party
[JStandard Library

L.[JCompiler/Interpreter
N

o Conoe

Cin use

Transferred

Comment:

Comment:

M - Correct . Wrong Value {INP)
Erroneous Code
Under-Restrictive Policy
Over-Restrictive Policy \
@l Improper Type
Bugs Framework (Bl
File
[NEEE
CVE:
Comment: Comment: Comment: DVR
‘fm payload size 8140 |
- MUS
IEX
Following Cause:
Opertion Attributes: Operand Attributes: Wirong Size Used
={JMechanism =[1Data
2 ]5tate
Centered
[Ostored

CVE-2014-0160 - Heartbleed

Preceding Consegeunce:

MUS
MDL
-_CRY
L ENC
VRF
KMN
-_RND
LTRN
PRN
_ACC
L ATN
- ATZ
_CON

CON1
L. CON2

CFL1
CFL2

| Inconsistent Value

Cause: Operation: Consequence:
The Bug Initislize Improper Data
& Improper Data . - Improper Type
\ - Hardcoded Address . Reassign £+ Improper Address
Wrong Index i NULL Pointer
~> Wild Pointer
Improper Type Dangling Pointer
Improper Address Untrusted Pointer -
Improper Size Under Bounds Pointer | Bugs Framework (BF)
ile
Wirong Position Painter |: =y
ovE
Comment: Comment: Comment:

(for s—s3—rrec.datal0])
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& [JSource Code -[Heap
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Third Party
-[I5tandard Library
~[]CompilerInterpreter
= Execution Space
Userland
~IKemel
M0 Rltal
Comment: Comment:

Following Cause:
Over Bounds Pointer

CVE-2014-0160 - Heartbleed

Weakness
BF Class: Preceding Conseqeunce:
=-INP Over Bounds Pointer
LovL

._CON

AL
LCFLY
JCFL2

- CON1
CON2

Cause:

Operation:

Consequence:

The Bug
Improper Data
Improper Type
Improper Address
- NULL Pointer
Wild Pointer
Dangling Pointer
- Untrusted Pointer
. Under Bounds Pointer

+ Initialize
Dereference

= Memory Error ~
Uninitialized Object
Mot Cleared Object
MULL Pointer Dereference
Untrusted Pointer Dereferenc
Object Corruption
Type Confusion
Use After Free

ffer Overflow
e B0 ver Bounds Painter Buffer Underflow
Wrong Position Pointer Vninitialized Printer Nersfers ¥
<
Imnener Size
Comment: Comment: Comment:

| (for s—s3—rec.data[0])

Opertion Attributes: Operand Attributes:
[OMechanism =] Object Address
[ Direct &Jspan
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[Source Code [OModerate
- Codebase -FHuge
[ Third Party = JLocation
[Standard Library [Ostack
[ Compiler/Interpreter Heap
[JExecution Space /others
-[AUserand
[Kemel
1Bn it
Comment: Comment:

Following Cause:

Buffer Overflow
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' Bugs Framework (BF) CVE-2014-01860 - Heartbleed — O x
File
bl bl Wl Wl
CVE Weakness
BF Class: Preceding Conseqeunce:
- _INP Inconsistent Value

Cause: Operation: Consequence:

= - The Bug - Initialize - Improper Data
;..ImproperData ‘ eposition + Jf,..lmr:ru:perT;.'r:E
. i.Hardcoded Address i.. Reassign i..lmproperAddress

MULL Pointer
Wild Pointer
Dangling Pointer

Nrong Index
Wrong Size Used +

+ Improper Type
Untrusted Pointer

- Improper Size Under Bounds Pointer
Onver Bounds Pointer +

i.. Wrong Pesition Pointer

i Improper Address

Comment: Comment: Comment:
(for s—s3—rrec.data[0]) | ‘ | ‘ |

Following Cause:

Opertion Attnb-utes: Operand Attributes: Over Bounds Pointer ‘
= =-[]Mechanism A =[] Address
[Direct [ JLocation
i ] Stack

Sequential +
—-[]5ource Code [JHeap +
-[~]Codebase [ /other/

[ Third Party
-[_15tandard Library
-[_]Compiler/Interpreter
=-[]Execution Space
-[~]Userland

~[]Kernel
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CVE-2014-0160 - Heartbleed.bfcve

CVE-2014-016...rtbleed.bfcve 1 X
<?xml version="1.0" encoding="utf-8"7>
-<CVE Name="1 CVE-2014-0l60"=
- <BugWeakness Type="_INP" Class="DVR">
E <Cause Type="The Bug">Missing Code</Cause>
<Operation>Verify</Operation>
E <Consequence Comment="for payload size" Type="Improper Data"=Inconsistent Value</Consequence>
E+ lkAttributes>...</Attributes>|
/
/

</BugWleakness>
- <Wleakness Type="_MEM" Class="MAD">
<Cause Comment="(for s9s3srrec.data[@])" Type="Improper Data"=Wrong Size Used</Cause>
<Operation>Reposition</Operation>
<Consequence Type="Improper Address">Over Bounds Pointer</Consequence=>
- <Attributes>
- <Operation=>
<Attribute Type="Mechanism">Sequential</Attribute>
<Attribute Comment="dl_both.c and tl_lib.c" Type="Source Code">Codebase</Attribute>
<Attribute Type="Execution Space">Userland</Attribute>
</Operation>
- <Operand Name="Object Address">
<Attribute Type="Location">Heap</Attribute>

</Operand>
</Attributes>
</Weakness>
- <Wleakness Type="_MEM" Class="MUS"=>
’ <Cause Comment="(for s9s3-srrec.data[®0])" Type="Improper Address"=Over Bounds Pointer</Cause=>

<Operation>Read</Operation=>
<Consequence Type="Memory Error">Buffer Overflow</Consequence>
+ |{ﬁttribute5>.,.ifAttributeS>
</Weakness>
- <Failure Type="_FLR" Class="IEX">
<Cause Type="Memory Error">Buffer Overflow</Cause>




BF CVE Challenge

_MEM BFCVE Challenge

Irena Bojanova, Primary Investigator and Lead, Bugs Framework (BF)
Let's start creating of a labeled dataset of memory related software security vulnerability specifications using BF's memory bugs formalism (taxonomy and LL(1) formal grammar) .

There are 60 426 memory related CVEs (as of August 2023). To start with, we query the CVE for entries with CWEs assigned by NVD, where the CWEs also map by operation to BF Memory Corruption and Disclosure classes. We then order

them by their severity scores according to the Common Vulnerability Scoring System (CVSS) and select maximum ten CVEs per operation — thus reducing the count fo 91 most severe CVEs per _MEM BF operation.

First set of steps:

1. Explore the 91 CVEs listed below. Each one has a memory related underlying weakness identified via our CWEZ2BF mappings and the NVD CWE to CVE assignments.
2. |dentify a CVE for wchich you can find the Bug Report, the Code with Bug, and the Code with Fix (locate the specific GitHub repository with the Diffs). See how these are listed for the examples in BFCVE on the left.

Second set of steps:

3. Get to know the BF Memory Bugs Model .
4. Get fo know the taxonomies of the BF Memory Corruption/Disclosure Classes .
5. Get o know the BF Tool .

6. Collaborate on creating a BF specification of your CVE.
Important Note: Use the “NVD CWE" and “BF Chain(s) Indentifiable from NVD CWE" columns only as possibly useful guidance. In some cases, a listed CWE may be a wrongly assigned one by NVD, so please notify us if you encounter

such. In some cases, the listed chains may be wrong or not the only possible, as the CWE information may be wrong or limited.

Third set of steps:

7. Open in a text editor the .bfcve file where you saved the BF CVE description usign the BF Tool.
8. Copy the entire content of the .bfcve file. This is your BF CVE specification in XML format.
9. Submit the the copied .bfeve content and the links to the Bug Report, the Code with Bug, and the Code with Fix here:

Submit your Findings

MEM CVEs CVSS  BF Class BF Operation NVD CWE BF Chain(s) Indentifiable from NVD CWE
CVE-2022-1699 9.9 MMN Allocate
CVE-2022-2259 9.8 MMN Allocate
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D_

CWE mapped to BF — BFCWE.xml|

<!——@author Irena Bojanova(ivb)——>
<!--@date - 07/09/2021-->
<BFCWE>
<Cluster Name="_ALL"=>
l<showClassCWEs>. . .</showClassCWEs>]
</Cluster>
<Cluster Name="_INP"=>
<l-—Ffig 1-—>
<showClassCWEs>
<ClassOperation name="DVL Validate">
<CWE>41</CWE>
<CWE>U2</CWE>
<CWE>U3</CWE>
<CWE>4t</CWE>
ﬁfClasskperation>
<ClassOperation name="DVL Sanitize">...</ClassOperation>|
<ClassOperation name="DVR Check">...</ClassOperation>|
<ClassOperation name="DVR Verify">...</ClassOperation>

<ClassOperation name="DVL Validate an">...</ClassOperation>|
</showClassCWEs>

<showConsequenceCWEs>
kConsequence name="Query Injection”>...</Consequence%
<Consequence name="Command Injection">
<CWE>T77</CWE>
<CWE=78</CWE>
<CWE>114</CWE>
<CWE=624</CWE>
</Consequence>
<Consequence name="Source Code Inj">...</Consequence>
<Consequence name="Parameter Injec">...</Consequence>

o M2 T om Tom o ok = oo T |

= <classStyLe§>

<Caption n="CWEs by DVL and/or DVR operation:" u="sng" x="1¢€
<ClassOperation n="DVL Validate" c="@899FF"/>
<ClassOperation n="DVL Sanitize" c="339966"/>
<ClassOperation n="DVR Verify" c="FF3399"/>

<ClassOperation n="DVL Validate and DVR Verify" c="9966FF" />

</classStyles>

H- <consequenceStyles>
<Caption n="CWEs by DVL Injection Error:" u="sng" x="107655¢
<Consequence n="Query Injection" c="99FF66" />
<Consequence n="Command Injection" c="6699FF"/>
<Consequence n="Source Code Injection" c="FF9966"/>
<Consequence n="Parameter Injection" c="66FFCC"/>

I <Consequence n="File Injection" c="CC99FF"/>
<Caption n="CWEs by DVL or DVR Wrong Data:" u="sng" x="1727¢
<Consequence n="DVL Invalid Data" c="FF@eee"/>
<Consequence n="DVR Wrong Value, Inconsistent Value, and Wrc

|| | <0OnlyCause n="No consequence" c="C8C8DA" fill="F3F3F3"/>
</consequenceStyles>



Data Type CWEs by BF Operation

® Data Type CWEs 196).195).19475,
(incl. Integer Overflow, Juggling, and Pointer Arithmetics) — 374 205 471
1102
mapped by BF DCL, RNS, TCV, TCM operation 375 196 . 1105 1090 . 14g3
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BF in ML & Al

Machine readable formats of:

e BF taxonomy

e BF vulnerability descriptions
® CWEs to BF mappings

v' Query and analyze sets of BF descriptions
v" NLP, ML, and Al projects related to software
bugs/weaknesses, failures and risks.



BF in ML & Al

® JHU APL — Automated Vulnerability Testing via Executable Attack Graphs:
o Chain vulnerabilities via logical directed graphs
o Determine most mitigation “paths” with least changes
o Detect user behavior prior to malicious effect

The lack of formal, precise descriptions of known
vulnerabilities and software weaknesses in the current National Vulnerability Database (NVD)
has become an increasingly limiting factor in vulnerability research, mitigation research, and
expression of software systems in low level modeling form.

We were thrilled to hear that a researcher at NIST was undertaking the needed improvement
to make such descriptions more formal and machine-readable. Such an endeavor will greatly
enhance the ability of cyber researchers to explore more complex attacks via computational
methods. This will be a huge boost to the U.S.’s ability to defend its networks, military systems,
and critical infrastructure, and will lead the way to better mitigation designs, improved software
development practices, and automated cyber testing capabilities.

® RIT Secure and Trustworthy Cyberspace (SaTC):

The NIST Bugs Framework (BF) has made significant advances in creating first-of-its-kind
classification of software weaknesses that has enabled the community to express vulnerabilities

using a precise description.
allowing us to obtain a fine-grained understanding of security bugs
and their root causes. Additionally, the taxonomies and root causes in each bug class will provide
us valuable data to guide and enhance our static program analysis techniques and achieve higher
accuracy.



BF — Potential Impact



BF — Potential Impacts

e Allow precise communication
about software bugs and weaknesses

e Help identify exploit mitigation techniques

a
N

Academia



Questions



Validation towards CWE



BF Class Related CWEs

e |dentify CWEs: e BF Input/Output Bugs Classes — 161 CWEs:
1. CWE Filtering o 80.7% — Input Validation Operation
2. Automated Extraction > 68.3% — Injection Error

3. Manual Review
e BF Data Type Bugs Classes — 78 CWEs:
o 50% Declaration/Definition Operation
o 33.3% Cast/Coerce Operation
> 16% Access Error
> 0.6% Type Compute Error

® BF Memory Bugs Classes 52 CWEs:
o 61.5% Initialize, Dereference,

Read, Write, Clear Operations
> 67.3% Memory Error


https://samate.nist.gov/BF/
https://cwe.mitre.org/

BF Model of Security Vulnerability

Weakness
Cause Class 1 Consequence vulnerability ::= bug operation
The Bug Operation 1 Improper {}mproperOperand operation DVR
Operand 1 finalError
Attributes {} = zero or mone
Operand Operand Operation Operation
Attribute 1,  Attribute 1, Attribute 1, Attribute 1,
Weakness
Cause Class 2 Consequence
Improper __—» Operation 2 Improper
Operand 1 Operand 2
Attributes
Operand Operand Operation Operation
Attribute 2,  Attribute 2, Attribute 3,  Attribute 4,
Weakness
............... Cause Class n Consequence
Impr r ;
Proper — _—» Operation n Final Error
Operand n-1
Attributes
Operand Operand Operation Operation
Attribute n,  Attribute n, Attribute n,  Attribute n, Failure

The Bug Final Error Failure




BF Early Work — Buffer Overflow

Causes Consequences
Attributes: Exposure
* Access: Information
v Read, Write. Loss

* Side:
v Below (before or under), Above (after or over)

They Know Your Weaknesses - Do You?:
Reintroducing Common Weakness Enumeration

Buffer Overflow

User Input Not
Checked Properly

Missing
Factor
\ Tnteger
g Coercion

Destination
Too Small

\
RS \\ 4 *+ Segment (memory area): Crash -
N / Do NN v Heap, Stack, BSS (uninitialized data), Data (initialized), Dental O Yan W B s ats the .
~ Termination Service v, Bow ote Unive by
SN Code (text)
) R a Be ' f ™ ' e Count
Integer —~— N Incorrect * Method: ena Dojonoy y OF M«
Underflow P Calculation '/Inde_xed. (bare) Pointer. ) ur s BiaGs Yoocoy Yesha, Univ ity of Mery J y College
. Mag'm'tude l(how far outside): (Memory/CPU)
v Minimal (just barely), Moderate, Far (e.g. 4000).
e Wrong Index / « Data Size (base may be inside, but large chunk of data Arbitrary Code L8 ) History of CWE
= Pointer Out of Range extends outside). Execution A bae svere

Abslract e the eraling lwge bLev (A Sworse real-w

Table 2. Buffer Overflow CWEs Attributes.

Problems with CWE, CVE, & CAPEC

before after eitherend stack heap

read 127 126 125 E FOI’maliZin SOftware BugS

write 124 120 123,787 121 122 —
either r/w 786 788 P.?-IF‘W[#E CVE, & CAPEC {cont.)

Where:
* access = either read/write
» outside = either before/below start or after/above

CWE-128 in Z notation

CWE-128: Wrap-around Error: “Wrap around errors occur whenever a value
e is incremented past the maximum value for its type and therefore "wraps
around" to a very small, negative, or undefined value.”

MAX_INT:Z.

Towards a “Periodic CVE-2014-160/CAPEC-540 in CSP

2 INT=={i-Z | MIN_INT<iAisMAX_NT} channel network 2;
I able Of Bugs ‘BAD . enum {payloadLength, payload, validPayload, invalidPayload}:;

Attacker () = network!payloadLength -> network!payload -
[BAD_INT < MIN_INTv MAX_inT<BaD_inT >network?payloadResponse->Attacker () ;
CWE_126() = network?payloadLength -> network?payload->
(payloadLengthIsEqualTopayloadSize->network!validPayload->CWE_126()
[] payloadLengthIsNotEqualTopayloadSize->network!invalidPayload ->
CWE_126());

[rena Bojanova, Paul E. Black, Yaacov Yesha, Yan Wu
add, mul: INT x INT < INT U {BAD_INT}

April 9, 2015 NIST, BGSU
System() = Attacker() ||| CWE_126();



CVE-2021-21834 - Bad Alloc.bfcve

CVE-2021-218...d Alloc.bfcve & X

F?xm

S1<CVE
g
.
g
g
g

1 version="1.0" encoding="utf-8"7>
Name="CVE-2021-21834">
<BuglWeakness Type="_INP" Class="DVR">
<Cause Type="The Bug">Missing Code</Cause>

<Operation Comment="(u6U)ptr-&gt;nb_entries &gt; (ubU)SIZE_MAX/sizeof(u6u)">Verify</Operation>
<Consequence Comment="&gt; max 64-bit int" Type="Improper Data"=>Inconsistent Value</Consequence>

l<Attributes>...</Attributes>
</BugWleakness>
<Weakness Type="_DTC" Class="TCM">
<Cause Type="Improper Data">Wrong Argument Value</Causg
<Operation Comment="ptr-&gt;nb_entries*sizeof(u6u)">Cal
<Consequence Type="Improper Data">Wrap Around</Consequs
<Attributes>
<Qperation=
<Attribute Comment="Arithmetic: **’" Type="Mech
<Attribute Comment="Library box_code_base.c" Ty
</Operation>
<0perand Name="Data Value"=>
<Attribute Type="Data Kind">Numeric</Attribute3
</Operand>
<0perand Name="Data Type"=>
<Attribute Type= "Type Kind">Structure</Attribuj
</Operand>
</Attributes>
</Weakness>
<Weakness Type="_MEM" Class="MAL">
<Cause Comment="Size of memory to allocate" Type="Imprg
<Operation Comment="gf_malloc()">Allocate</Operation=>
<Consequence Type="Improper Size">Not Enough Memory All
|€Attribute5>.,.ifAttributes>
</Weakness>
<Weakness Type="_MEM" Class="MAD">

..... L1 I S TN S | e 7 e .. - L ®®_ AT1TT o i o0

<Weakness Type="_MEM" Class="MAD">
<Cause Type="Improper Object Size">Not Enough Memory Allocated</Cause>
<0Operation>Reposition</Operation>
<Consequence Type="Improper Object Address"=Over Bounds Pointer</Consequer
[<Attributes>...</Attributes>|
</lleakness>
<Weakness Type="_MEM" Class="MUS"=>
<Cause Type="Improper Object Address">Over Bounds Pointer</Cause>
<0Operation=Write</Operation=
<Consequence Type="Memory Error">Buffer Overflow</Consequence>
<Attributes>
<Operation>
<Attribute Type="Mechanism"=Sequential</Attribute=>
<Attribute Comment="Library box_code_base.c" Type="Source Code"=>Tt
<Attribute Type="Execution Space">Userland</Attribute>
</Operation=>
<Operand Name="Object Address">
<Attribute Type="Span"=>Huge</Attribute>
<Attribute Type="Location">Heap</Attribute>
</Operand>
</Attributes>
</Wleakness>
<Failure Type="_FLR" Class="D0OS"=>
<Cause Type="Memory Error">Buffer Overflow</Cause>




BF Early Work — Heartbleed

» Heartbleed buffer overflow is:
caused by Data Too Big
because of User Input not Checked Properly
where there was a Read that was After the End that was Far Outside
of a buffer in the Heap
which may be exploited for Information Exposure

Towards a “Periodic
Table” of Bugs

rena Bojanova, Paul E. Black, Yaacov Yesha, Yan Wu

April 9, 2015 NIST, BGSU

Input not checked properly leads to too much data, where a
huge number of bytes are read from the heap in a continuous
reach after the array end, which may be exploited for
exposure of information that had not been cleared.

Bojanova, I., Black, P., Yesha, Y. and Wu, Y. (2016), The Bugs
Framework (BF): A Structured Approach to Express Bugs, IEEE
International Conference on Software Quality, Reliability & Security
(QRS 2016), Viena, AT,



Latest BF Publ

2021 IEEE 45th Annual Computers, Software, and Applications Conference (COMPSAC)

Classifying Memory Bugs
Using Bugs Framework Approach

Irena Bojanova
5D, ITL

Gaithershurg, MD, UISA

irena bojanova@ nist.gov

Abstreci—In this work, we present an srthagonal dassifi-
cation of memory corruption bugs, allowing precise struciured
descriplions of related software valnerabilities. The Common
Wienkness Enumeration (CWE) & a well-known and wsed Est of
software weaknesses. However, it"s exhaustive lst approach is
prane to gaps and overlaps in coverage. Instesd, we utilice the
Bugs Framework (BF) approsch to define linguage-independent
clusses that cover all possible kinds of memory corruplion
bugs. Each class is o axonomic categery of o weakness type,
defined by sets of operstions, couse—consequence relations,
and altributes. A BF description of a bug or a weakness
i an indance of a xenomic BF class, with one operation,
ume canse, one consequence, and their atiributes. Any memory
vulnerability then can be d.ﬂ:n'hﬂl as a chain of such instances
and th i We sh that BF
is a clasification system that extends the CWE, providing a
structured way to precisely describe real world vulnerabilitics. It
allows clear communication aboul soltware bugs and weaknesses
and can help identily exploit mitigation technigues.

Keywords—Bug classification, bug taxonomy, software vul-
nerability. software weakness, memory corruplion.

1. INTRODUCTION

Software bugs in memory allocation, use, and dealloca-
tion may lead w memory cormuption and memory disclosure,
opening doors for eyberaacks. Classifying them would allow
precise communication and help us teach about them, under-
stand and identify them, and avoid security failures. For that,
we utilize the Bug Framework (BF) approach [1].

The Common Weakness Enumeration (CWE) [2] and the
Common Vulnerabilities and Exposures (CVE) [3] are well-
known and wsed lists of software security weaknesses and
vilnerabilities. However, the CWE's exhaustive list approach
is prone to having gaps and overlaps in coverage, as demon-
strated by the National Vulnerability Database (NVD) effor
to link CVEs to appropriate CWEs [4]. Instead, we utilize the
BF approach to define four language-independent, orthogonal
classes that cover all possible kinds of memory related
software bugs and weaknesses: Memory Allocation Bugs
(MAL), Memory Use Bugs (MUS), Memory Deallocation
Bugs (MDL), and Memory Addressing Bugs (MAD). This
BF Memory Bugs taxvonomy can be viewed as a structured
extension io the memory-related CWEs, allowing bug report-
ing tools o produce more detailed, precise, and unambiguous
descriptions of identified memory bugs.

Cenain trade names and company prodects are mestionsd in the
il In o case does sach b
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Carlos Edusrdo Galhardo
Dimel, Sins
INMETRO

Dugue de Caxias, RJ, Brazil

cegalhardo@ inmetro.gov br

In this paper, we first summarize the latest BF approach
and methodology. Mext, we analyze the types of memory
corruption bogs and define the BF Memory Bugs Model.
Then. we present our BF memory bugs classes and showcase
they provide a better, structured way to describe CVE entries
[3]. We identify the corresponding clusiers of memory cor-
ruption CWEs and their relations o the BF classes. Finally,
we discuss the use of these new BF classes for identfying
exploit mitigation technigues.

II. BF APPROACH AND METHODOLOGY

BF's approach is different from CWE's exhaustive list
approach. BF is a classification. Each BF class is & tawonomic
category of a weakness type. It relates to a distinct phase of
softwane execution, the operations specific for thar phase and
the operands requined as input 1o those operations.

We define a software bug as a coding emor that needs
o be fixed. A weakness is caused by a bug or ill-formed
data. A weakness type is also a meaningful netion, as
different vulnerabilities may have the same type of underlying
weaknesses. We define a vulnersbility as an instance of a
weakness rype that leads w0 a security failure. It may have
maore than one underlying weaknesses linked by L.nu-..ﬂm

BF describes a hu; of a weakness as an improper stake
and its transition. The wansition & 1o another weakness
or to a t.n]ur._ An 1I1lp|up|.1’ state is defined by the mple
. ---, operand_ ), where at least
one element is unpmpn_r T‘hL initial state is always cansed by
a bug: a coding ervor within the operation, which if fixed will
resolve the valnerability. An intermediate state is caused by
ill-formed data; it has at least one improper operand. Rarely
an intermediaste state may also have a bug, which if fixed
will also resolve the vulnerability. The final state, the failore,
is caused by a final error (undefined or exploitable system
behavior), which vsually directly relaies w a CWE [2]. A
transition is the result of the operation over the operands.

BF describes a wvulnerability as a chain of improper
states and their transitions. Each improper state i an instance
of a BF class. The transition from the initial state is by
improper operation over proper operands. The wansitions
from iniermediaie states are by proper operations with at least
one improper operand.

In some cases, several vulnerabilities have to be presemt
for an explodt 10 be harmful. The final errors resulting from
different chains converge w0 cause a failure. The bug in at
least one of the chains must be fixed o avedd that failure.

We call a BF class the set of operations, the wvalid
cause—consequence relations for these operations, their at-

cations
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Absiraci—In this work, we present am ortbogonal clas-
sification of input/owtput check bugs, allowing precise strsc-
tured descriptions of related software vulnershilities. We utilize
the Bugs Framework (BF) approach to define two language-
ent classes that cover all possible kinds of data check

bugs. We also identify all types of injection errors, as they are
wheays directly coused by imputioutput data validation bugs.
In BF each class is & tavonemic category of 3 weakmess Eype
dehudh'seuu!-uperlllnﬂ.m: reonsequence relations,
amd attributes. A BF description of a beg or a weskness is

om instamce of o tavenomic BF class with one operation, one
cause, one consequence, and their sttribstes. Any valnerahility
then can be described 2s a chain of ssch instunces and their
consequence-cause tramsitions. With our newly developed Duta

Dugue de Caxias, RJ, Brazil
cegalhandoiinmewmo. gov br

Rochester, NY, USA
sm24B 1@ i edu

changed the assigred CWES over lime, and curently maps
3 190, while the cause is CW and the full chain
O-CWE-190-CWE-119 - lack of input verification
leads w imeger overflow and then o buller overflow.

The Bugs Framework (BF) [5] builds on these com-
monly used lists of soltwane weaknesses and vulrerabilities,
while sddressing the problems that they have. It is being de-
veloped as a strocred, complete, onbogonal, and language-
independent ¢lassification of soflware bugs and weakneises.
Swuchured means & weakneds i3 described via one chuse,
ooe operalion, one comequence, and one value per altribute
from the lisgs defining a BF ¢lass. This ensures preciss
causal descriptions. Complete means BF has the expressive-
ness pewer o describe amy software bug or weakness, This
ensures there are mo gaps in coverage. Onbogons]l means the

Weakmess
nbout seftware bugs amd wesknesses,
way to precisely describe real-woeld vulnerabilities.

—Hug dessification, bug taxonomy, seftware vul
nerability, software weakness, input validation, inpuet sanitim-
tiom, input werification, injection.

L INTRODUCTION

The most dangerows soltware errors that open the doars
fior cyberatiacks are injection and buller overllow, as analyzed
by frequency and severity in [1] and [2]. Injection is direcily
cassed by improper irpullostpul data validstion [3]. Buffer
averflow may be a comsequence of improper inpulioutpul data
werilication [4]. Classifying sl inputioutput data check bugs
amd defiming the types of injection erroes would allow precise
comemunication and help us wach about them, uderstand and
idernify them, and avoid related security Fibures.

The Common Wesknest Enumeration (CWE) | 5] and the
Comman Wulnerabilities and Exposures (CVE) [6] ane well-
known s used Hsis of sofiware securily wesknesses and
wulnerabilities. However, they have problens. CWE's exhaus-
tve list approach leads o gaps and overlaps in coverage, a
demomsirated by the National Valnerabality Datshase {(NVID)
effort w Eek CVES 10 appropriste CWEs [7]. Mamy CWEs
aml CVEs have imprecise and unstrectured descriptions. For
example, CWE-502 is imprecise a5 it is not clear what
“sufficiently” and “verifying thal dals is valid™ mean. Due
Lo ke uestroctured descrplion of CVE-2008-5907, NVD has

Disclsimer. Certuin wasde names ind conpeny producs st mentooed (o the
iex1 or Wennified. I o case dioes such idemification imgly secommendation

of endoesersem by the Mational lastimse of Saodeds and Techeology
r\lsn nce that they e necessarily the best availshle foe the purpse.
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sets of op of any two BF classes do not overlap.
This ensures there are pe overlaps in coverage. BF is alo
applicable for sounce code in any programming bnguage.
The cause—consequence relation is & key spect of BF's
melbodelogy that sets il aparl from amy cther efforts. It
albows describing amd chaining the bug and the weaknesses
underliming a vilnerability, as well & wdentifying a bug (rom
a final error and whal is required 1o fix the bug.

We wilize the BF approach o define mwo Bnguage-
independent, oribogonal classes that cover all possible kinds
of data check bugs and wealmesses: Data Validation Bugs
{DVL) and Dats Verificsion Bugs (DVE). The BF Daw
Check Bugs taxonomy can be viewed 25 a sruciured ex-
temsion 1o the input, outpul, and injection-related CWEs, al-
lowing bug reporting wols o produce: more detailed, precise,
and mmambiguous descriptions of wenlifed dats validation
and data verificalion bugs.

The main conlribulions of this work are: i) we creale 2
midel ol datas check bugs: i) we creale 3 taxonomy thal has
Ihe expressiveneis power Lo clearly deseribe any data check
bixgs or weaknesses; fif) we confirm cur txonomy covers the
eorresponding: inputfoutpul CWES: iv) we showcase the use
of our ing putl check bugs

We achieve these comributions mspm:ﬂ'ult\' via: i iden-
tilying the operstiors, where data validation and dats verifi-
cation bugs could happen; i) developing wo new stracbured.
orthogonal BF clsses: DVL and DVRE, while alse delining
five types of injection emors; &i) geoeraling digraphs of
CWES related 1o inpulioulpul validstion wealbeises, a8 well
as Lo injection errors, and mapping these CWES Lo BF DVL
and BF DRV by operaticn aed b;- comsequence; iv) describing
redl-world vulnerabilities and BF DVR: CVE-
2020-5%02 BIG-1P F5, CV Sequelize SQL ln-
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