
Bugs Framework (BF)

November 8, 2023

Irena Bojanova
https://samate.nist.gov/BF 

https://samate.nist.gov/BF


I. Bojanova, 2022

● Introduction
Security Concepts
“BadAlloc” Pattern
● BF
Bugs Models
Weakness Taxonomy
Vulnerability Model
Formal Language
Generation Tools

● BF Hands On:
o BF Specifications of Vulnerabilities
o NLP, ML, AI Applications

● Potential Impacts

Agenda



Introduction



I. Bojanova, 2022

Software Security Vulnerabilities 

● Lead to failures – used to attack:
○ Cyberspace
○ Critical infrastructure

● Loosely used Notions:
o Bug
o Fault
o Error
o Weakness
o Vulnerability
o Failure

● AI chatbots generate 
conflating explanations
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● Software Security Vulnerability
○ A chain of weaknesses linked by causality
○ Starts with a bug
○ Ends with a final error, which if exploited 

leads to a security failure

● Software Security Weakness
o A (bug, operation, error) or 

(fault, operation, error) triple. 
o An instance of a weakness type that 

relates to a distinct phase of software 
execution, the operations specific for that 
phase and the operands required as input 
to those operations.

Definitions

● Software Security Bug
○ A code or specification defect

(operation defect)

● Software Fault
o A name, data, type, address, or size error

(operand error)

● Software Error
○ The result from an operation with 

a bug or a faulty operand
○ Becomes a next fault or is a final error

● Software Final Error
o An exploitable or undefined system behavior
o Leads to a security failure

● Security Failure
o A violation of a system security requirement

Bugs Framework (BF)
https://samate.nist.gov/BF

https://samate.nist.gov/BF
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“BadAlloc” Pattern – 25 CVEs

DVR

TCM

MUS

MAL

MAD

Data Verification 
Weakness

Type Computation 
Weakness

Memory Allocation 
Weakness

Memory Addressing 
Weakness

Memory Use 
Weakness

Failure
DoS 

/ 

RCE
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BF Definition

BF is a classification system of software security bugs, faults, and weaknesses 
that allows unambiguous formal descriptions of 
software security vulnerabilities that exploit them.

BF comprises:

➢ Bugs models
➢ A weakness taxonomy
➢ A vulnerability model
➢ An LL(1) formal language
➢ A relational database
➢ Generation tools. 
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BF Bugs Models

BF Input/Output Model BF Data Type Model Memory Model

● Identify  Secure Code Principles:
o Input/Output Safety
o Data Type Safety
o Memory Safety 
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namespace

NRS

Data Type Bugs Model

● Four  phases,  corresponding  to  
the BF _DAT classes:
DCL, NRS, TCV, and TCM 
 

● Data Type  operations  flow

DCL

Declare

Define

Refer

Call

TCV

Cast

Coerce

TCM

Calculate

Evaluate

object

function

argument/return/
(.) object

type/
namespace

subtype 
object                                                

argument
object

Type System Timeline

argument/return/
(.) object

type/
  

⮚ Entity: 
o Object
o Function 
o Data Type
o Namespace
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BF Memory Bugs Model

● Four  phases,  corresponding  to  
the BF _MEM classes:
MAD,  MMN (MAL & MDL),  and MUS

● Memory  operations  flow
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● BF cluster:
o Bugs Model
o Set of Classes

● BF class:
o Set of Operations
o Set of Causes
o Set of Consequences

BF – Clusters of Bugs Classes

● Input/Output Bugs: 
 DVL, DVR

● Data Type Bugs: 
 DCL, NRS, TVC, TCM
● Memory Bugs: 
 MAD, MAL, MUS, MD
● Cryptography Bugs:
 ENC, VRF, KMN
● Random Numbers Generation  Bugs: 
 RND, PRN
● Access Control Bugs
● Control Flow Bugs
● Concurrency Bugs
● …
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BF Classes

➢ Structured

➢Complete

➢Orthogonal

➢ Language and domain independent

https://samate.nist.gov/BF/ 

https://samate.nist.gov/BF/
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BF Classes – Example

Memory Use Bugs (MUS) 

An object is initialized, read, 
written, or cleared improperly.

https://samate.nist.gov/BF/

> BF Weakness Taxonomy
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High Level Vulnerability Model
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BF Vulnerability Model
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A formal BF specification of a chain 
of underlying BF weakness types, 
leading to instances of failure types

Operation Defect Types: 
Code, Specification 

Operand Fault Types: 
Name, Data, Type, Address, Size 

Bug = improper operation
Fault = improper operand. 
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BF Model of Converging 
Vulnerabilities

The bug in at least one of the chains 
must be fixed to avoid the failure.
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BF LL(1) Formal Grammar for 
Class Types _INP, _DAT, _MEM, _CDS

____________________Variables (Nonterminals)_________________________
V = { Vulnerability, Convergence_Failure, Bug, Operation, OprAttrs_Fault_FinalError, Operation_Attr, Fault, OprdAttrs_Operation, Final_Error, Oprand_Attr, Failure, Code Defect, 
Specification Defect, DVL_Operation, DVR_Operation, DCL_Operation, NRS_Operation, TCV_Operation, TCM_Operation, MAD_Operation, MMN_Operation, MUS_Operation, 
KMN_Operation, CPH_Operation, DSV_Operation, Mechanism, Source Code, Execution Space, Data_Fault, Type_Fault, Name_Fault, Address_Fault, Size_Fault, Injection, Access, 
Type Compute, Memory Corruption/Disclosure, Data Security, Data_Kind, Name_Kind, Type_Kind, Address_Kind, Size_Kind, Data_State, Name_State, Type_State, Address_State, 
Size_State }
____________________Tokens (Terminals)_________________________
Σ = {'Missing Code', 'Erroneous Code', 'Under-Restrictive Policy', 'Over-Restrictive Policy', 'Wrong Code', 'Missing Modifier', 'Wrong Modifier', 'Anonymous Scope', 'Wrong Scope', 
'Missing Qualifier', 'Wrong Qualifier', 'Mismatched Operation', 'Added Code', 'Wrong Algorithm', 'Hardcoded Key', 'Weak Protocol', 'Validate', 'Sanitize', 'Verify', 'Correct', 
'Declare', 'Define', 'Refer', 'Call', 'Cast', 'Coerce', 'Calculate', 'Evaluate', 'Initialize Pointer', 'Reposition', 'Reassign', 'Allocate', 'Extend', 'Reallocate-Extend', 'Deallocate', 'Reduce', 
'Reallocate-Reduce', 'Initialize Object', 'Dereference', 'Read', 'Write', 'Clear', 'Generate/Select', 'Store', 'Distribute', 'Use', 'Destroy', 'Encrypt', 'Decrypt', 'Crypto Authenticate', 
'Crypto Verify', 'Safelist', 'Denylist', 'Format', 'Length', 'Codebase', 'Third-Party', 'Standard Library', 'Compiler/Interpreter', 'Local', 'Admin', 'Bare-Metal', 'Value', 'Quantity', 'Range', 
'Data Type', 'Other Rules', 'Simple', 'Generics', 'Overriding', 'Overloading', 'Resolve', 'Bind', 'Early Bind', 'Late Bind', 'Ad-hoc Bind', 'Pass In', 'Pass Out', 'Function', 'Operator', 
'Method', 'Lambda Expression', 'Procedure', 'Direct', 'Sequential', 'Userland', 'Kernel', 'Implicit', 'Explicit', 'Hash + RND', 'MAC', 'Digital Signature', 'Symmetric Algorithm', 
'Asymmetric Algorithm', 'Corrupted Data', 'Tampered Data', 'Corrupted Policy Data', 'Tampered Policy Data', 'Invalid Data', 'Wrong Type Resolved', 'Missing Overridden Function', 
'Missing Overloaded Function', 'Incomplete Type', 'Wrong Generic Type', 'Confused Subtype', 'Wrong Argument Type', 'Wrong Object Resolved', 'Wrong Object Type Resolved', 
'Under Range', 'Over Range', 'Flipped Sign', 'Wrong Type', 'Mismatched Argument', 'Wrong Function Resolved', 'Wrong Generic Function Bound', 'Wrong Overridden Function 
Bound', 'Wrong Overloaded Function Bound', 'Wrong Argument', 'Reference vs. Object', 'Hardcoded Address', 'Single Owned Address', 'Wrong Index', 'Wrong Size', 'Wrong Index 
Type', 'Casted Pointer', 'NULL Pointer', 'Wild Pointer', 'Dangling Pointer', 'Untrusted Pointer', 'Over Bounds Pointer', 'Under Bounds Pointer', 'Wrong Position Pointer', 'Not 
Enough Memory', 'Forbidden Address', 'Weak Keying Material', 'Weak Ciphertext', 'Unverified Data', 'Weak Key', 'Weak Random Bits', 'Repeated IV', 'Weak Shared Secrets', 
'Revealed Key', 'Entered', 'Stored', 'In Use', 'Transferred', 'Object', 'Function', 'Data Type', 'Namespace', 'Primitive', 'Structure', 'Resolved', 'Bound', 'Numeric', 'Text', 'Pointer', 
'Boolean', 'Stack', 'Heap', '/other/', 'Actual', 'Used', 'Huge', 'Moderate', 'Little', 'Hashes', 'Keying Material', 'Digital Certificate', 'Credentials', 'System Data', 'State Data', 
'Cryptographic', 'Digital Document', 'Secret', 'Private', 'Public', 'Query Injection', 'Command Injection', 'Source Code Injection', 'Parameter Injection', 'File Injection', 'Wrong Access 
Object', 'Wrong Access Type', 'Wrong Access Function', 'Undefined', 'Memory Leak', 'Memory Overflow', 'Double Free', 'Object Corruption', 'Not Cleared Object', 'NULL Pointer 
Dereference', 'Untrusted Pointer Dereference', 'Type Confusion', 'Use After Free', 'Buffer Overflow', 'Buffer Underflow', 'Buffer Over-Read', 'Buffer Under-Read', 'Uninitialized 
Pointer Dereference', 'Revealed IV', 'Revealed Shared Secrets', 'Revealed Domain Parameter', 'Revealed Random Bits', 'Revealed Plaintext', 'Revealed Key', 'Forged Signature', 
'Spoofed Identity', '⊕' }
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BF LL(1) Formal Grammar

____________________Rules (Productions)_________________________
  →   lnera  l t  Convergence_Failure
Vulnerability → B     erat on OprAttrs_Fault_FinalError
OprAttrs_Fault_FinalError → Operation_Attr OprAttrs_Fault_FinalError | Fault OprdAttrs_Operation | Final_Error
OprdAttrs_Operation → Oprand_Attr OprdAttrs_Operation | Operation OprAttrs_Fault_FinalError
Convergence_Failure → '⊕' Vulnerability Convergence_Failure | Failure ε
- - - - - - - - - - - - - - - - - - - -
Bug → Code_Defect | Specification_Defect
Code_Defect → '     n   ode' | ' rroneo    ode' | ' ron   ode' | '    atc ed   erat on' | 'Added  ode'
Specification_Defect → ' nder-Restrictive Policy' | 'Over-Restrictive Policy' | 'Missing Modifier' | 'Wrong Modifier' | 'Anonymous Scope' | 'Wrong Scope' | 'Missing Qualifier' | 
'Wrong Qualifier' | 'Wrong Algorithm' | 'Hardcoded Key' | 'Weak Protocol'
- - - - - - - - - - - - - - - - - - - -
Operation → DVL_Operation | DVR_Operation | DCL_Operation | NRS_Operation | TCV_Operation | TCM_Operation | MAD_Operation | MMN_Operation | MUS_Operation | 
KMN_Operation | CPH_Operation | DSV_Operation
DVL_Operation → ' al date' | ' an t  e'
DVR_Operation → ' er   ' | ' orrect'
DCL_Operation → ' eclare' | ' e  ne'
NRS_Operation → ' e er' | ' all'
TCV_Operation → ' a t' | ' oerce'
TCM_Operation → ' alc late' | '  al ate'
MAD_Operation → ' n t al  e Po nter' | ' e o  t on' | ' ea    n'
MMN_Operation → 'Allocate' | '  tend' | ' eallocate-Extend' | 'Deallocate' | 'Reduce' | 'Reallocate-Reduce'
MUS_Operation → ' n t al  e    ect' | ' ere erence' | ' ead' | ' r te' | ' lear'
KMN_Operation → 'Generate  elect' | ' tore' | '   tr   te' | '  e' | ' e tro '
CPH_Operation → ' ncr  t' | ' ecr  t'
DSV_Operation → ' r  to A t ent cate' | ' r  to  er   '
  erand → ' ata' | ' a e' | '   e' | 'Addre  ' | '   e'
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BF LL(1) Formal Grammar

Fault → Data_Fault | Type_Fault | Name_Fault | Address_Fault | Size_Fault
Data_Fault → ' orr  ted  ata' | ' a  ered  ata' | ' orr  ted Pol c   ata' | ' a  ered Pol c   ata' | ' n al d  ata' | ' nder  an e' | ' ver Range' | 'Flipped Sign' | 'Wrong 
Argument' | 'Reference vs. Object' | 'Hardcoded Address' | 'Single Owned Address' | 'Wrong Index' | 'Wrong Size' | 'Forbidden Address' | 'Weak Keying Material' | 'Weak 
Ciphertext' | 'Unverified Data' | 'Weak Key' | 'Weak Random Bits' | 'Repeated IV' | 'Weak Shared Secrets' | 'Revealed Key'
Type_Fault → ' ron     e  e ol ed' | ' nco  lete    e' | ' ron  Gener c    e' | ' on   ed    t  e' | ' ron  Ar   ent    e' | ' ron     e' | 'Mismatched Argument' | 
'Wrong Object Type Resolved' | 'Wrong Index Type' | 'Casted Pointer'
Name_Fault → '     n    err dden   nct on' | '     n    erloaded   nct on' | ' ron     ect  e ol ed' | ' ron     ect    e  e ol ed' | ' rong Function Resolved' | 'Wrong 
Generic Function Bound' | 'Wrong Overridden Function Bound' | 'Wrong Overloaded Function Bound'
Address_Fault → '     Po nter' | '  ld Po nter' | ' an l n  Po nter' | ' ntr  ted Po nter' | '  er Bo nd  Po nter' | ' nder Bo nd  Po nter' | 'Wrong Position Pointer'
Size_Fault → ' ot  no     e or '
- - - - - - - - - - - - - - - - - - - -
Final_Error →  n ect on | Acce   | Type_Compute | Memory_Corruption/Disclosure | Data_Security
 n ect on → 'Q er   n ect on' | ' o  and  n ect on' | ' o rce  ode  n ect on' | 'Para eter  n ect on' | '  le  n ect on'
Acce   → ' ron  Acce      ect' | ' ron  Acce      e' | ' ron  Acce     nct on'
Type_Compute → ' nde  ned'
Memory_Corruption    clo  re → ' e or   ea ' | ' e or    er lo ' | ' o  le  ree' | '   ect  orr  t on' | ' ot  leared    ect' | '     Po nter Dereference' | 'Untrusted 
Pointer Dereference' | 'Type Confusion' | 'Use After Free' | 'Buffer Overflow' | 'Buffer Underflow' | 'Buffer Over-Read' | 'Buffer Under-Read' | 'Uninitialized Pointer Dereference'
Data_Security → ' e ealed   ' | ' e ealed   ared  ecret ' | ' e ealed  o a n Para eter' | ' e ealed  ando  B t ' | ' e ealed Pla nte t' | 'Revealed Key' | 'Forged Signature' | 
'Spoofed Identity'
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BF LL(1) Formal Grammar

Operation_Attr →  ec an    | Source_Code | Execution_Space
 ec an    → ' a el  t' | ' en l  t' | ' or at' | ' en t ' | ' al e' | 'Q ant t ' | ' an e' | ' ata    e' | ' t er   le ' | ' imple' | 'Generics' | 'Overriding' | 'Overloading' | 'Resolve' 
| 'Bind' | 'Early Bind' | 'Late Bind' | 'Ad-hoc Bind' | 'Pass In' | 'Pass Out' | 'Function' | 'Operator' | 'Method' | 'Lambda Expression' | 'Procedure' | 'Direct' | 'Sequential' | 'Implicit' 
| 'Explicit' | 'Hash + RND' | 'MAC' | 'Digital Signature' | 'Symmetric Algorithm' | 'Asymmetric Algorithm'
Source_Code → ' ode a e' | '   rd-Party' | 'Standard Library' | 'Compiler/Interpreter'
Execution_Space → ' ocal' | 'Ad  n' | 'Bare-Metal' | 'Userland' | 'Kernel'
- - - - - - - - - - - - - - - - - - - -
Oprand_Attr → Data_Kind | Name_Kind | Type_Kind | Address_Kind | Size_Kind | Data_State | Name_State | Type_State | Address_State | Size_State
Data_State → ' ntered' | ' tored' | ' n   e' | ' ran  erred'
Data_Kind → '   er c' | ' e t' | 'Po nter' | 'Boolean' | ' a  e ' | ' e  n   ater al' | '    tal  ert   cate' | ' redent al ' | '   te  Data' | 'State Data' | 'Cryptographic' | 'Digital 
Document' | 'Secret' | 'Private' | 'Public'
Name_Kind → '   ect' | '  nct on' | ' ata    e' | ' a e  ace'
Name_State → ' e ol ed' | 'Bo nd'
Type_Kind → 'Pr   t  e' | ' tr ct re'
Address_State → ' tac ' | ' ea ' | ' ot er '
Address_Kind → '   e' | ' oderate' | '  ttle'
Size_Kind → 'Act al' | '  ed'



BF Specification 
of Heartbleed
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CVE-2014-0160 
The (1) TLS and (2) DTLS implementations in OpenSSL 1.0.1 before 1.0.1g do not properly handle Heartbeat 
Extension packets, which allows remote attackers to obtain sensitive information from process memory via 
crafted packets that trigger a buffer over-read, as demonstrated by reading private keys, related to 
d1_both.c and t1_lib.c, aka the Heartbleed bug. 

Heartbleed (CVE-2014-0160)

https://cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2014-0160
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CVE-2014-0160 The (1) TLS and (2) DTLS implementations in OpenSSL 1.0.1 before 1.0.1g do not properly handle Heartbeat 
Extension packets, which allows remote attackers to obtain sensitive information from process memory via crafted packets that 
trigger a buffer over-read, as demonstrated by reading private keys, related to d1_both.c and t1_lib.c, aka the Heartbleed bug. 

Heartbleed (CVE-2014-0160)

1448 dtls1_process_heartbeat(SSL *s)

1449 {

1450 unsigned char *p = &s->s3->rrec.data[0], *pl;

1451 unsigned short hbtype;

1452 unsigned int payload;

1453 unsigned int padding = 16; /* Use minimum padding */

1454

1455 /* Read type and payload length first */

1456 hbtype = *p++;

1457 n2s(p, payload);

1458 pl = p;

...

1465 if (hbtype == TLS1_HB_REQUEST)

1466  {

1467  unsigned char *buffer, *bp;

...

1470  /* Allocate memory for the response, size is 1 

byte

1471  * message type, plus 2 bytes payload, plus

1472  * payload, plus padding

1473  */

1474  buffer = OPENSSL_malloc(1 + 2 + payload + 

padding);

1475  bp = buffer;

1476

1477  /* Enter response type, length and copy payload 

*/

1478  *bp++ = TLS1_HB_RESPONSE;

DVR
(Verify: Missing 

Code, Data 
(payload length))

MAD
(Reposition, 

Data: 
Wrong Size Used, 

Type, Address,
Size)

Inconsistent 
Value

MUS
(Read, Data, 

Type, Address: 
Over Bounds 
Pointer,  Size) 

Over Bounds 
Pointer

/* Naive implementation of memcpy

void *memcpy (void *dst, const void *src, size_t n)

{

    size_t i;

    for (i=0; i<n; i++)

        *(char *) dst++ = *(char *) src++;

    return dst;

}

Buffer 
Overflow

plbp

payload

Caused by 
an improper operandCaused by the Bug Ends  with  a final error

https://cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2014-0160
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DVR
(Verify: Missing 

Code, Data 
(payload 
length))

MAD
(Reposition, 

Data: 
Wrong Size 

Used, 
Type, Address,

Size)

Inconsistent 
Value

MUS
(Clear: Missing 

Code, Data, 
Type, 

Address, Size)

Buffer 
Overflow

Not Cleared
Object

Over Bounds 
Pointer

Heartbleed (CVE-2014-0160)

MUS
(Read, Data, 

Type, Address: 
Over Bounds 
Pointer,  Size) 

Buffer 
Overflow

IEX

Intermediate State – caused by 
at least one operand is improper 

Initial State – caused by the Bug 
– the operation is improper

Failure – caused 
by a final error

Final State – ends  
with  a final error
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Heartbleed

Missing Code
to check payload length

Inconsistent Value
for payload size

Verify

Wrong Size Used
for  s→s3→rrec.data[0]

Over Bounds Pointer
pl

Memory Addressing  Weakness

Reposition

Data Verification Weakness

Over Bounds Pointer
pl

Buffer Over-Read

Memory Use  Weakness

Read

Missing Code Not Cleared Object

Memory Use  Weakness

Clear

Code Defect Bug Operation Data Error

Data Error Operation Address Error

Address Error Operation Final Error

Code Defect Bug Operation Final Error

IEX

Final Error
Bug

FailureError/Fault

Operation

Mechanism
Range

Source Code
Third-Party 
d1_both.c, tl_lib.c

Execution Space
Admin

State
Transferred
via network

Mechanism
Sequential

Source Code

Third-Party 
d1_both.c, tl_lib.c

Execution Space
Userland

Location
Heap

Mechanism
Sequential

Source Code

Third-Party 
d1_both.c, tl_lib.c

Execution Space
Userland

Span
Huge

Location
Heap

Mechanism
Sequential

Source Code
Codebase

Execution Space
Userland

Span
Huge

Location
Heap



BF Generation Tools
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BF Taxonomy – BF.xml
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BF DB
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CVE-2014-0160 - Heartbleed.bfcve
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CVE-2014-0160 - Heartbleed.bfcve
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CVE-2014-0160 - Heartbleed.bfcve



I. Bojanova, 2022

BF CVE Challenge
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CWE mapped to BF – BFCWE.xml 
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Data Type CWEs by BF Operation

● Data Type CWEs 
(incl. Integer Overflow, Juggling, and Pointer Arithmetics) – 
mapped by BF DCL, RNS, TCV, TCM operation

16.7

33.3

6.4

1.32.6

9

19.2

14.1
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BF in ML & AI 

Machine readable formats of:
● BF taxonomy
● BF vulnerability descriptions
● CWEs to BF mappings

✓ Query and analyze sets of BF descriptions
✓ NLP, ML, and AI projects related to software

bugs/weaknesses, failures and risks.
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BF in ML & AI 

● JHU APL – Automated Vulnerability Testing via Executable Attack Graphs:
o Chain vulnerabilities via logical directed graphs 

o  eter  ne  o t   t  at on “ at  ”   t  lea t c an e 

o Detect user behavior prior to malicious effect

● RIT Secure and Trustworthy Cyberspace (SaTC): 



BF – Potential Impact
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● Allow precise communication 
about software bugs and weaknesses

● Help identify exploit mitigation techniques

BF – Potential Impacts

BF

Government

Academia

Industry



Questions



Validation towards CWE
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BF Class Related CWEs

● BF Data Type Bugs Classes – 78 CWEs: 
o 50% Declaration/Definition Operation
o 33.3% Cast/Coerce Operation
⮚ 16% Access Error
⮚ 0.6% Type Compute Error

● BF Input/Output Bugs Classes – 161 CWEs: 
o 80.7% – Input Validation Operation
⮚ 68.3% – Injection Error

● BF Memory Bugs Classes 52 CWEs: 
o 61.5% Initialize, Dereference, 

 Read, Write, Clear Operations
⮚ 67.3% Memory Error

BF: https://samate.nist.gov/BF/ 
CWE: https://cwe.mitre.org/ 

● Identify  CWEs:
1. CWE Filtering
2. Automated Extraction
3. Manual Review

https://samate.nist.gov/BF/
https://cwe.mitre.org/
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BF Model of Security Vulnerability

vulnerability ::= bug operation 

 {improperOperand operation} 

 finalError

{} – zero or mone
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Final Error
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…
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Final ErrorThe Bug Failure

DVR

TCM

MUS

MAL

MAD

DoS 

/ 

RCE



I. Bojanova, 2022

BF Early Work – Buffer Overflow
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CVE-2021-21834 - Bad Alloc.bfcve
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BF Early Work – Heartbleed

Bojanova, I., Black, P., Yesha, Y. and Wu, Y. (2016), The Bugs 

Framework (BF): A Structured Approach to Express Bugs, IEEE 

International Conference on Software Quality, Reliability & Security 

(QRS 2016), Viena, AT,
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Latest BF Publications
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Irena Bojanova: irena.bojanova@nist.gov 

BF Contact

https://samate.nist.gov/BF/

mailto:irena.bojanova@nist.gov

	Slide 1: Bugs Framework (BF)      November 8, 2023
	Slide 2: Agenda
	Slide 3: Introduction
	Slide 4: Software Security Vulnerabilities 
	Slide 5: Definitions
	Slide 6: “BadAlloc” Pattern – 25 CVEs
	Slide 7: BF Defined
	Slide 8: BF Definition
	Slide 9: BF Bugs Models
	Slide 10: BF Bugs Models
	Slide 11: Data Type Bugs Model
	Slide 12: BF Memory Bugs Model
	Slide 13: BF Weakness Taxonomy
	Slide 14: BF – Clusters of Bugs Classes
	Slide 15: BF Classes
	Slide 16: BF Classes – Example
	Slide 17: BF Vulnerability Model
	Slide 18: High Level Vulnerability Model
	Slide 19: BF Vulnerability Model
	Slide 20: BF Model of Converging  Vulnerabilities
	Slide 21: BF Formal Language
	Slide 22: BF LL(1) Formal Grammar for  Class Types _INP, _DAT, _MEM, _CDS
	Slide 23: BF LL(1) Formal Grammar
	Slide 24: BF LL(1) Formal Grammar
	Slide 25: BF LL(1) Formal Grammar
	Slide 26: BF Specification  of Heartbleed
	Slide 27: Heartbleed (CVE-2014-0160)
	Slide 28: Heartbleed (CVE-2014-0160)
	Slide 29: Heartbleed (CVE-2014-0160)
	Slide 30: Heartbleed
	Slide 31: BF Generation Tools
	Slide 32: BF Taxonomy – BF.xml
	Slide 33: BF DB
	Slide 34: CVE-2014-0160 - Heartbleed.bfcve
	Slide 35: CVE-2014-0160 - Heartbleed.bfcve
	Slide 36: CVE-2014-0160 - Heartbleed.bfcve
	Slide 37: BF CVE Challenge
	Slide 38: CWE mapped to BF – BFCWE.xml 
	Slide 39: Data Type CWEs by BF Operation
	Slide 40: BF in ML & AI 
	Slide 41
	Slide 42: BF – Potential Impact
	Slide 43: BF – Potential Impacts
	Slide 44: Questions
	Slide 45: Validation towards CWE
	Slide 46: BF Class Related CWEs
	Slide 48: BF Model of Security Vulnerability
	Slide 49: BF Early Work – Buffer Overflow
	Slide 50: CVE-2021-21834 - Bad Alloc.bfcve
	Slide 51: BF Early Work – Heartbleed
	Slide 53: Latest BF Publications
	Slide 54: BF Contact

