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Memory Bugs Classes

in Bugs Framework

The Bugs Framework (BF) allows precise descriptions of software bugs and vulnerabilities.

Operations where bugs happen.
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Memory Allocation (MAL)
Memory Addressing (MAD)
Memory Use (MUS)
Memory Deallocation (MDL).

BF covers all memory related CWEs and more.
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In the smallvec crate for Rust, the Iterator implementation mishandles destructors, leading to a double free.
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Dangling Pointer Double Free

(in Smallvec)

* |nitial state: V = [a, b,
* Intermediate state: V=[a, b, b, ]
* If the iterator panics,
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V deallocates.
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